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Abstract

Steganography is the art of hiding information imperceptibly in a cover medium. The main aim in the steganography is to
hide the very existence message in the covered medium. Today digital technology and internet provide for easy to use
cover media for steganography. In order to improve the security for data by providing stego Image. The proposed
method describes two steps for hiding the secret information by using the steganography based on matching method.
The first step is to find the shared stego-key between the two communication parties over insecure networks by applying
Diffie Hellman Key exchange protocol. The second step in the proposed method is that the sender uses the secret stego-
key to select pixels that it will be used to hide. Each selected pixel is then used to hide 8 bits binary information

depending on the matching method.
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1. Introduction

Steganography is the art and science of hiding
communications, a steganographic system thus embeds
hidden content in unremarkable cover media so as not to
arouse a eavesdropper’s suspicion. In the past, people used
hidden tattoos or invisible ink to convey steganographic
content. Today, computer and network technologies
provide-easy-to-use ~ communication  channels  for
steganography. Essentially, the information-hiding process
in a steganographic system starts by identifying a cover
medium’s redundant bits with data from hidden message
(Neils P and Peter H et al 2003).Modern steganography’s
goal is to keep the presence of the message undetectable
form an unauthorized access.

Steganography applications that hide data in images
generally use a variation of least significant
bit(LSB)embedding (R.Chandramouli N.Memon et al
2001). In LSB embedding the data is hidden in the least
significant bit of each byte in the image. The size of each
pixel depends on the format of the image and normally
ranges from 1 byte to 3 bytes. Each unique numerical pixel
value corresponds to a colour: thus an 8-bit pixel is
capable of displaying 256 different colours (J.D.Foley et
al 1996) . Given two identical images, if the least
significant bits of the pixels in one image are chnaged,then
the two images still look identical to the human eye
(Diffie, W and , Hellman, M. E. et al ,1976 ) .This is
because human eye is not sensitive enough to notice the
difference in colour between pixels that are different by 1
unit (R.Chandramouli N.Memon et al 2001). Thus,
steganography applications use LSB emedding because

*Corresponding author: Savita |1.Makond

attackers do not notice anything odd or suspicious about
an image if its pixel’s least significant bits are
modified(R.Chandramouli N.Memon et al 2001 ).

In 1976 Diffie and Hellman (Diffie W and Hellman,
M. E. et al ,1976 ) introduced the first concept of public-
key cryptography to solve the key exchange problem.
Public-key cryptography is one of the greatest
contributions in the history of cryptography. Nowadays,
Public-key cryptography is practically utilized in everyday
life to attain privacy, authenticity, integrity and non-
repudiation (W.Stallings et al 2006; K.Y. Chen et al 2004;
C.S. Laih, and K.Y. Chen et al 2004).0One of the main
branches and applications of the public-key cryptography
is a public-key encryption scheme which allows two
parties to communicate securely over an insecure channel
without having prior knowledge of each other to establish
a shared secret key.

2. Methodology

The proposed method describes two steps for hiding the
secret information by using the public steganography
based on matching method.

Step 1: The first step is to find the shared stego-key
between the two communication parties (Alice and Bob)
over insecure networks by applying Diffie Hellman Key
exchange protocol. As shown by Fig, DH key exchange
protocol shows the technique for the key exchange
between two parts (Alice and Bob) to get shared Stego-key
values. Alice must generate the keys (public and private
keys) and use her private keys to give new public key and
send it to Bob's side. Bob must obtain and issue new
public keys. Then at the end the protocol, each side
recovers his/her received public key to reach the shared
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values between them, that’s mean Alice and Bob have
arrived same sego-key value.
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Figure 1 The public key steganography protocol
Step 2: Matching Method

The second step in this technique is that the sender uses
the secret stego-key to select pixels that it will be used to
hide. Each selected pixel is then used to hide 8 bits binary
information depending on the matching method which is
summarized in four cases as shown by Table .1. Since the
8 bits data will be compared with the selected pixel's
bytes, red, green and blue values respectively to produce
an array with 2 bit binary values as 00, 01, 10, and 11.
Alice's side, starts comparing to search the equality,
where, she takes data value and compare it with the value
of the red colour (+ 7 — decimal value). As shown by
Table 2.6.1, Case no. 1, if they are equal, then the value
zero (00 — binary value) is set to the array. Case no. 2, if
the data value and the red value are not equivalent then the
value will be compared with the green colour, if they are
equals (£ 7 — decimal value) then the array is set to be one
(01- binary value). Case no. 3, if the data value and the
green value are not equivalent then the value will be
compared with the blue colour, if they are equals (£ 7 —
decimal value) then the value two (10 — binary value) is
set to the array (refer to Figure 2.6). Finally Case no. 4, If
in case the secret data didn’t equal any of the previous
three conditions then the LSBs method is used to embed
the data inside the selected pixel, and the value three (11 —
binary value) is set to the array. In this case, the data value
will be distributed as follows:

e The first three bits of the data are replaced by the
three least significant bits of the red byte.

e The second three data bits are replaced by the three
least significant bits of the green byte.

e The last two data bits are replaced by the two least
significant bits of the blue byte.
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Table 1 The four main cases in the proposed public-key
stego

Case no.1l | If 8 bit data= red(8 bit) Then red value= 8 bit
data

Case no.2 | If 8 bit data= green(8 bit) | Then green value= 8 bit
data

Case no.3 | If 8 bit data= blue(8 bit) Then blue value= 8 bit
data

Case no.4 | Otherwise Use LSB method

For example:

Selected Pixel
Data
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Figure 2 A working example in the proposed public—key
stego

3. Data Flow Diagrams and Flowcharts
A. Data Flow Diagrams

Data flow diagrams are the basic building blocks that
define the flow of data in a system to the particular
destination and difference in the flow when any
transformation happens. It makes whole procedure like a
good document and makes simpler and easy to understand
for both programmers and non-programmers by dividing
into the sub process. The data flow diagrams are the
simple blocks that reveals between various components of
the system and provide high level overview, boundaries of
particular system as well as provide detailed overview of
system elements. The data flow diagrams start from source
and ends at the destination level. i.e, it decomposes from
high level to lower level .The important things to
remember about data flow diagrams are: it indicates the
data flow for one way but not for loop structures and it
doesn’t indicate the time factors.

i.) Level 0 Data Flow Diagram
‘DFD level 0’ is the highest level view of the system,

contains only one process which represents whole function
of the system.

0.0

Source Destination

A 4

Personal

data

Figure 3 Level 0 Data Flow Diagram
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It doesn’t contain any data stores and the data is stored
within the process. For constructing DFD level 0 diagram
for this approach we need two sources one is for ‘source’
and another is for ‘destination’ and a ‘process’. DFD level
0 is the basic data flow process, the main objective is to
transfer the data from sender to receiver after encryption.

ii.) Level 1 Data Flow Diagram

In this data flow diagram, the secret data is sent to the
encryption phase for embedding the data into the image
for generating the carrier image. In the next phase the
carrier image is sent to the decryption phase through the
transmission phase. The final phase is the decryption
phase where the data is extracted from the image and
displays the original message.

=
v

Figure 4 Level 1 Data Flow Diagram

iii.) Level 2 Data Flow Diagram

The image and the text document are given to the
encryption phase. The encryption algorithm is used for
embedding the data into the image. The resultant image
acting as a carrier image is transmitted to the decryption
phase using the transmission medium. For extracting the
message from the carrier image, it is sent to the decryption
section. The plain text is extracted from the carrier image
using the decryption algorithm.

1.0 > 2.0 —p 3.0
Encryption Transmission Decryption

A

A 4

Encryptio Decryption

n algorithm
algorithm
7'\
Carrier Plain Plain
image text text

Figure 5 Level 2 Data Flow Diagram
B. Activity Diagram (Flowcharts)

The sender sends the message to the receiver using three
phases. Since we are using the steganographic approach
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for transferring the message to the destination, the sender
sends text as well as image file to the primary phase i.e., to
encryption phase. The encryption phase uses the
encryption algorithm by which the carrier image is
generated. The encryption phase generates the carrier
image as output. The carrier image is given as input to the
next phase i.e., to decryption phase. The decryption phase
uses the decryption algorithm for decrypting the original
text from the image so that the decryption phases generate
plain text. The plain text is then sent to the receiver.

i) Encoding phase

SELECT IMAGE FILE

SECRET TEXT

SECRET KEY DH ALGORITHM ‘

EM BEDING DATA IN
IMAGE FILE

MATCHING METHOD ‘

DISPLAY
STEGD OR

ENCRYPTED
IMAGE

ii) Decoding Phase

SELECT THE RECEVED
STEGD IMAGE
SELECT SAME
ORIGINAL IMAGE

SECRET KEY

DHALGORITHM

YES

RETRIEVING DATA
FROM STEGO IMAGE

DESTROY MESSEGE

REVERSE MATCHING
METHOD

DISPLAY THE
EXTRACTED M5G

It is shown in flow chart on page 1448

iii) Matching Method

4. Results and Discussions

For designing the steganographic application, it consist of
different phases like encryption, decryption and data
transmission. An application for sending the personal data
securely to the destination has been developed
successfully. The design phase is the primary phase, which
gives a brief idea about the different levels used for
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developing an application with the help of block diagram.
The most important phase in the paper is the execution
phase. The execution phase is developed with the help of
design phase. For executing the application, we have
worked on two sections: one is encryption and another is
decryption. In this paper we mainly concentrated on
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embedding the data into the image. We have designed the
Steganography application which embedded the data into
the image.

Normally, after embedding the data into the image, the
image may lose its resolution. In this approach, the image
remains unchanged in its resolution as well in size. The
speed of embedding the data into the image is also high in
this method such that the image is protected and the data
to the destination is sent securely. For the decryption
phase, for the purpose of designing. We have used security
keys like personal password for protecting the image from
unauthorized modifications, which improved the security
level. We have choosen image stegenography because it is
simple to use its user friendly application.

A. GUI for Sender

B PKstegoSENDER = =2
PUBLIC KEY STEGANOGRAPHY BASED ON
MATCHING METHOD
Public Key
Gen Keys

Govering Image

Private Key

Brows

Brows
Stego-Embed

After Steganography

Select File

Before Steganography

This is the gui for sender, it has 3 buttons Gen keys,
Brows and Stego-Embed which are used to get input from
user. Gen keys button will generate two types of keys they
are public and private keys. Brows button is used to select
cover image. Another Brows botton is used to select text
file. Stego-embed button is used to embed the text file in
selected image.

i) Generating key

[ PKstegoSENDER = =

PUBLIC KEY STEGANOGRAPHY BASED ON
MATCHING METHOD

Gen Keys

Govering Tmage

Publickey 14

Private Key 25

Brows

Brows
Stego-Embed

After Steganography

select File

Before Steganography

When Gen Key button is clicked, execution pointer will
jump to Deffie Hellman procedure, this function will
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generate a set of keys, they are private key and public key,
and they are displayed back on GUI, User can also enter
keys manually or can also select from generated keys.

ii) Selecting image file

<
Selectfie g w —wwv———— v T—
’/ Lookin: [} project_Final =] « = Ev
L =
i .
- m
Desktop y
| = ‘ CONVERTED obama rd
Libraries |
LY
Computer
p- N
“
Network B
simg
File name: ]simg ;j Open
Flesoftype: | -bmp) =l Cancd
L
Bl PKstegoSENDER == = |

PUBLIC KEY STEGANOGRAPHY BASED ON
MATCHING METHOD

Public Key 14

Gen Keys
—.| Private Key o5

Covering Image

C:\pp\project_Final\simg.bmp Brows
Select File
Brows
Stego-Embed
Before Steganography After Steganography

& Pl

All image files stored in specified locations will display
after clicking on Brows button of the GUI, user can select
any image file to cover his secret message.

iii) Selecting text file

uSEIECtﬁIE‘ T —— ey T—— [ =]
I Lookin: [} project_Final ~| o EE-
=
)
Recert Places
Desktop
| = datal good Thts kit mail
i -
=
Libraries
iy
L Computer
A
a
Netwark
rec
| File name: freet -~ Open
Files of type: [roay -] Cancel
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B} PKstegoSENDER = = |

PUBLIC KEY STEGANOGRAPHY BASED ON

MATCHING METHOD

Public Key 14

Gen Keys |
Private Key o5

Covering Image

C:\pp\project_Final\simg.bmp Brows
Select File
C:\pp\project_Final\ktxt.txt Brows
Stego-Embed
Before Steganography After Steganography

4

All text files stored in a specified locations will display
after clicking Browse button of GUI, user can select any
text file which he wants to hide in image file.

LS

iv) Output of encoding

PKstegoSENDER =i |
-

PUBLIC KEY STEGANOGRAPHY BASED ON

MATCHING METHOD

Public Key 14

Gen Keys
4| Private Key o5

Covering Image

C:\pp\project_Final\simg.bmp Brows
Select File
C:\pp\project_Final\ktxt.txt Brows
Stego-Embed
Before Steganography After Steganography

4

After clicking on stego-embed button, pointer moves to
matching method procedure, after executing that function,
a resulted stego image will display on the axis of GUI.
Based on quality of embedded image user can send it to
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receiver or he may discard it and try for another cover
image which may have more quality.

B. GUI for Receiver

n PKstegoRec = =

PUBLIC KEY STEGANOGRAPHY BASED ON
MATCHING METHOD

Public Key

Find Keys

Received Image

Received Image

Stego-Extract

Extract Text

This is the GUI for receiver, it also has 3 buttons, Find
Keys, Received Image, & Stego-Extract. Find keys button
will display the public and private keys, Recieved image
button will display the received stego-image, and Stego-
Extract button will display the information that is
extracted from the stego-image.

i) Finding keys

u PKstegoRec = B

PUBLIC KEY STEGANOGRAPHY BASED ON
MATCHING METHOD

Public Key 27

Find Keys

Received Image

Received Image

Extract Text

Stegnalytic Method using Matching Keys
A set of private key and public key will display after
clicking on Find Keys button, user can manually enter the
keys or can also select from generated sets.

ii ) Select received image

u PKstegoRec =t =

PUBLIC KEY STEGANOGRAPHY BASED ON
MATCHING METHOD

Public Key 7

Received Image Received Image

Extract Text

[S

iii) Output after decoding

Bl PKstegoRec = =

PUBLIC KEY STEGANOGRAPHY BASED ON
MATCHING METHOD

Public Key

Received Image Received Image

Extract Text

hi, hello, how do you do?

When receiver enters a key for extraction of secret data,
tool will check entered key with sender secret key. If key
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is wrong it will show a message box which contains a
message please enter correct key.

u PKstegoRec = &=

PUBLIC KEY STEGANOGRAPHY BASED ON
MATCHING METHOD

Public Key

Private Key

Received Image

Extract Text

If a hacker tries to hack the information by trial and error
method, tool will show a message box containing message
data corrupt after 3 trials.

PKstegoRec = =

PUBLIC KEY STEGANOGRAPHY BASED ON
MATCHING METHOD

Public Key

Private Key

Data Currapt

Received Image

Stego-Extract

Extract Text

Conclusion

Steganography has its place in security. Though it cannot

Stegnalytic Method using Matching Keys

replace cryptography totally, it is intended to supplement
it. Steganography can be used along with cryptography to
make a highly secure data . Formerly just an interest of the
military, Steganography is now gaining popularity among
the masses. Since we use least significant bits of pixel
values to store data, the data may lost if any compression
techniques are applied to stego-image, but after
embedding the stego-image remains unchanged in its
resolution as well in size. Tool worked fine with all type
of images like .jpg, bmp, giff, tiff etc. In this paper it is
shown the possibility of using matching method in public
steganographic protocol. It produces matching between the
data bit parts and the selected pixels. 3 pixels were needed
to hide 8 bit of data in case of normal LSB method but in
this method, only one pixel is enough to hide 8 bit of data.
So by using matching method size of the data that can be
hidden in a pixel is increased by 3 times more than normal
LSB method. The security of the in this steganography
depends on Deffie Hellman public key exchange protocol.
Hackers may use trial and error method to match the keys,
so tool is designed such that it should corrupt the secret
data after three trials.

Future Work

Future work includes, embedding secret message in other
type of files like audio, video. Further work could include
developing a YASS(yet another steganographic scheme)
and strong encryption algorithms like AES or DES. GUI
can be refined and made more user friendly. Also a
command line version can be developed for this
application so that it will suit the more experienced users.
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