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Abstract

In many practical scenarios, secure and efficient data transfer plays a vital role and it is the main aspect of the
communication system. The classical way of transmitting redundant data over a bandwidth constrained insecure
channel is to first compress it and then encrypt. This project investigates the novelty of reversing the order of
compression and encryption, without compromising either the information secrecy or the encryption efficiency. This
has led to the problem of how to design a pair of image encryption and compression algorithms such that
compressing the encrypted images can still be efficiently performed. This image encryption-then-compression (ETC)
system proposes an encryption scheme operated in the prediction error clustering and run length encoding, shown to
be able to provide a reasonably high level of security. Lossless/lossy image coders can be exploited to efficiently
compress the encrypted images, and both techniques have their own advantages. In this paper data compression uses
Run Length Encoding (RLE) technique because this method has the ability to generate an exact output with low
power consumption and reduced time delay. This entire system is implemented by writing Verilog description and is
simulated using Xilinx ISE software simulation tools.
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1. Introduction the cipher text. The reverse process of transforming
cipher text to plaintext is known as decryption .This is
shown in Figure 1. With the advent of multimedia, the
necessity for the storage of large numbers of high
quality images is increasing. One obstacle that has to be
overcome is the large size of image files. Compression
saving storage space, as well as compressed files takes
less time to transmit via modem, so money can be
saved on both counts.

Cryptography, defined as the science and study of
secret writing concerns the ways in which
communications and data can be encoded to prevent
disclosure of their contents through eavesdropping or
message interception, using codes, ciphers and other
methods, so that only certain people can see the real
message. Cryptography enables us to store sensitive
information or transmit it across insecure networks so
that it cannot be read by anyone except the intended
recipient. While cryptography is the science of securing C>
data, Cryptanalysis is the science of analyzing and J

breaking secure communication. A cryptographic

N

Encryption Algorithm ‘ \

algorithm, known as the cipher, is a mathematical _ .

function used in the encryption and decryption Plantext ff {_Coypto System Cipherfext
process. A cryptographic algorithm works in

combination with a key to encrypt the message and all {} — J—I
possible keys and protocols is known as a ] Decu'pnonAlgorirlnu‘ <_/
Cryptosystem. —

Encryption is the process of transforming a piece of
information an algorithm to make it unreadable to
anyone except those possessing special knowledge,

Fig.1 General Block Diagram of Cryptosystem

The choice of compression algorithm involves several

usually referred to as a key. The output is known as
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conflicting considerations. These include degree of
compression required, and the speed of operation.
Obviously if one is attempting to run programs direct
from their compressed state, decompression speed is
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paramount. The other consideration is size of
compressed file versus quality of compressed image.
There are essentially two sorts of data compression.
Lossless compression works by reducing the
redundancy in the data. The decompressed data is an
exact copy of the original, with no loss of data. Huffman
Encoding and Run Length Encoding are two examples
of lossless compression algorithms. There are times
when such methods of compression are unnecessarily
exact. Lossy compression sacrifices exact reproduction
of data for better compression. It removes redundancy
and creates an approximation of the original. The JPEG
standard is currently the most popular method of lossy
compression. Obviously, a lossless compression
method must be used with programs or text files, while
lossy compression is really only suitable for graphics
or sound data, where an exact reproduction is not
necessary.

Campression Encryption

Charlie
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|
I

~aif—— |}COMpPressinn

Fig.2 Compression-then-Encryption (CTE) system

Consider the problem of transmitting a confidential
image over an insecure, bandwidth - constrained
communications channel. It is desirable to both
compress and encrypt the data. If a person holding
some image [, say Alice wants to transmit it to a
recipient Bob, via an un trusted channel provider
Charlie. In conventional methods this could be occur as
follows. Alice will compress I into B using any desirable
technique at first, and then encrypts B into Ie. using an
encryption algorithm having a secret key K, as shown
in Figure 2. The channel provider Charlie will forward
the encrypted data Ie, which is passed to him to Bob.
On receiving le, Bob sequentially performs decryption
using the same secret key K and decompression to get
areconstructed image 1.

This work investigate the novelty of reversing the
order of these steps i.e, the order of applying the
compression and encryption needs to be reversed in
some situations, as shown in Figure 3. The compressor
must be able to compress the encrypted data (cipher
text) L.e. without any knowledge of the original source
(plaintext) and the cryptographic key. The output of an
encryptor will looks very random and it may leads to a
minimal compression gain. The design of decoder
should done carefully to accomplish both
decompression and decryption are performed in a joint
step. The decoder can use the cryptographic key to

assist in the decompression of the received bit stream
and finally generates reconstructed image I.

Charlie

Fig. 3 Encryption-then-Compression (ETC) system

By applying LDPC codes in various bit planes and
exploiting the inter/intra correlation, several methods
for lossless compression of encrypted grayscale/color
images (Lazzeretti, et al, 2008). Furthermore, this
approach applied to the prediction error domain and
achieved better lossless compression performance on
the encrypted grayscale/color images (Makur, et al,
2008). This paper proposes compression of encrypted
grayscale image. Aided by rate compatible punctured
turbo codes, developed a progressive method to
losslessly compress stream cipher encrypted
grayscale/color images (Liu, et al, 2008). More
recently, extended Johnsons framework to the case of
compressing block cipher encrypted data (Kling, et al,
2012). To achieve higher compression ratios, lossy
compression of encrypted data was also studied (Yao, et
al, 2009). The proposed encrypted images via a multi
resolution construction using a scalable lossy coding
framework (Zang, et al, 2012). . Furthermore, due to
the high sensitivity of prediction error sequence
against disturbances, reasonably high level of security
could be retained.

The rest of this paper is organized as follows.
Section 2 gives the details of our proposed ETC system,

where reuse of predicted values secured with
improved algorithm. Experimental results are reported
in Section 3 to validate the findings and it’s discussions
are also included. The conclusion and future works are

at the last section.
2. System Description

There are three key components in the proposed ETC
system, namely, image encryption conducted by Alice,
image compression conducted by Charlie, and the
sequential decryption and decompression conducted
by Bob.

A. Encryption.
B. Compression.
C. Decryption and Decompression.
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A. Encryption

From the perspective of the whole ETC system, the
design of the encryption algorithm should
simultaneously onside the security and the ease of
compressing the encrypted data. To this end, the
propose an image encryption scheme operated over
the prediction error domain. In our work, the GAP is
adopted due to its excellent de-correlation capability.
The prediction result Tij can be further refined to lij
through a context-adaptive, feedback mechanism.
Consequently, the prediction error associated with Iij
can be computed by

e;j =l — 1 (1)
PO is the current pixel in the raster scan order and let n
= S(P2), w = S(P1), ne = S(P4), nw = S(P3), nn = S(P6),
ww = S(P5), and nne = S(P9), which represent the
north, west, northeast, northwest, north-north, west-
west, and north-northeast neighbours of PO,
respectively. Two gradient functions (vertical and
horizontal gradients) can then be estimated by

dh = |w— wWww+ n—nw+ n —ne|

(2)
(3)

dv = |w— nw+ n—nn+ ne—rme|
More specifically, for each pixel location (i,j), the error
energy estimator is defined by the core algorithm of
GAP predictor is described as follows:

IF (dv - dh > 80)lij:=w

ELSE IF (dv - dh<-80) Iij:=n

ELSE {

lij:==(w+n)/2 + (ne - nw) /4

IF (dv - dh > 32) lij:=(lij + w)/ 2
ELSEIF (dv- dh>8) Iij:=(3xIlij+w)/ 4
ELSE IF (dv - dh<-32) Ilij:=(lij+n)/ 2
ELSE IF (dv - dh<-8) Ii;j:=(3xIij+n)/ 4
}

The generated error matrix is divided in to groups
known as clusters and it is based on the selection of the
parameter L needs to balance the security and the
encryption complexity. The algorithmic procedure of
performing the image encryption is then given as
follows:

Step 1: Compute all the mapped prediction errors eij of
the whole image I.

Step 2: Divide all the prediction errors into L clusters
Ck, for 0 < k < L-1, where k is determined by any key
generation algorithm, and each Ck is formed by
concatenating the mapped prediction errors in a
raster-scan order.

Step 3: Reshape the prediction errors in each Ck into a
2-D block having four columns and |Ck|/4 rows, where
|Ck| denotes the number of prediction errors in Ck.
Step 4: Perform two key-driven cyclical shift
operations to each resulting prediction error block, and

read out the data in raster-scan order to obtain the
permuted cluster Ik .

Step 5: The assembler concatenates all the permuted
clusters Ck, for 0 < k < L1, and generates the final
encrypted image.

Step 6: Pass le to Charlie, together with the length of
each cluster Ck, for 0 < k < L2. The values of |CK|
enable Charlie to divide Ie into L clusters correctly. In
comparison with the file size of the encrypted data, the
overhead induced by sending the length |Ck| is
negligible.

B. Compression

The compression of the encrypted file Ie needs to be
performed in the encrypted domain, as Charlie does
not have access to the secret key K. The lossless
compression of le. Assisted by the side information
|Ck| for 0 < k < L2, a de-assembler can be utilized to
parse le into L segments CO, C1, ... CL-1 in the exactly
same way as that done at the encryption stage. An
adaptive AC is then employed to losslessly encode each
prediction error sequence |Ck| into a binary bit stream
Bk. Note that the generation of all Bk can be carried out
in a parallel manner to improve the throughput.
Eventually, an assembler concatenates all Bk to
produce the final compressed and encrypted bit stream
B, namely,

B=BOB1....BL—1 (4)

C. Decryption and Decompression

Upon receiving the compressed and encrypted bit
stream B, Bob aims to recover the original image I. The
schematic diagram demonstrating the procedure of
sequential decryption and decompression is provided
in Figure. 4. According to the side information jBkj, Bob
divides B into L segments Bk for 0 < k < L - 1, each of
which is associated with a cluster of prediction errors.

Fig. 4 Schematic diagram of sequential decryption and
decompression

For each Bk, an adaptive arithmetic decoding can be
applied to obtain the corresponding permuted
prediction error sequence Ck. As Bob knows the secret
key K, the corresponding de-permutation operation
can be employed to get back the original Bk. With all
the Bk, the decoding of the pixel values can be
performed in a raster-scan order. For each location
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(i,j), the associated error energy estimator ej and the
predicted value [ij can be calculated from the causal
surroundings that have already been decoded. The
unused prediction error in the kt cluster is selected as
eij, which will be used to derive ej; according to lij and
the mapping rule described in previous section. The
reconstructed pixel value can then be computed by
[ =Tij + eij (5)
As the predicted value Iij and the error energy
estimator éij are both based on the causal
surroundings, the decoder can get the exactly same
prediction Tij. In addition, in the case of lossless
compression, no distortion occurs on the prediction
error eij , which implies [ =1ij , i.e., error-free decoding
is achieved.

The possibility of ciphertext attack can be reduced
to some extent by the use of SPN involutional
algorithm. An involutional block cipher encrypts the
plaintext P to generate the ciphertext C, and uses the
exact same algorithm to generate the plaintext by
decrypting the ciphertext. Using the characteristic of
involution, for hardware implementations, allows the
use of the same circuit for both encryption and
decryption. As the reuse of prediction values are
security limited operation, involutional block ciphers
are an attractive choice. We call a function, F(x),
involutional when it is its own inverse, that is
F(F(x))=x (6)
A substitution-permutation network (SPN) adopts a
structure involving three basic components:
substitution, permutation (or more generally, linear
transformation), and the addition of round keys. They
both have eight rounds of operation employing these
components and make use of an 8x8 S-box and a 64-bit
block size. The three byte level functions are X(a), X2(a)
=X(X(a)) and X3(a) = X(X(X(a)))-

Although it is possible to implement decryption in
such a way that it has the same sequence of operations
as encryption. With involutional ciphers, all the
operations are involutions. So, it becomes possible to
implement the decryption in such a way that only the
round keys used are different from that for encryption.
Besides the implementation benefit, an involutional
structure also implies equivalent security for both
encryption and decryption.

3. Results and discussions

1. Input Image - The pixel values of an image are the
primary inputs of the entire system. These values will
ranges from 0 to 255 and the pixels of an 8x8 grayscale
image obtained using matlab is shown in, Figure 5.
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IATLAB? Watch this Video, see Examples, or read Getting Started,

mread (1onely_danbo-tl.3pg);
Undefined fw

ble 'lonely danbo'.

>> g=imread( v_
>> g=rgbzgray(d)

s>
Fig.5 Matlab output - Pixels of image

2. GAP- is the linear predictor which designed as the
combination of causal neighbours into improves coding
rates. This block will generate prediction value
associated with each pixel according to Gradient-
adjusted prediction (GAP) algorithm. In this waveform,
Figure 6. Dh, Dv represents horizontal and vertical
gradient vectors respectively and SP0O represents
prediction values.

15500 s 15500 75,

15,590 s, [15.7000s,

Fig.6 Simulated result-GAP

3. Compression- Next step to be done in this system is
the compression of the encrypted data and it is done by
Run Length encoding. The output, Figure 7 is
represented by RLE, where R represents the Run value
that means the magnitude and L represents the Length
that is number of times the .

4. Decryption- All the processes done in the transmitter
is done in a reverse manner to regenerate the original
pixel values. The operations include reverse scanning,
reverse shifting of rows and columns, reverse
clustering, and finally the reverse mapping is also done.
Figure 8 shows the remapped output.

e I
L1

93,000 0z,

Fig.7 Simulated result-Compression
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Fig.8 Simulated result-Decryption
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Conclusions

In this work, we have designed an efficient image
Encryption-then- Compression system. Within the
proposed framework, the image encryption has been
achieved via prediction error clustering and random
permutation. Highly efficient compression of the
encrypted data has then been realized by a context
adaptive arithmetic coding approach. Both theoretical
and experimental results have shown that reasonably
high level of security has been retained. More notably,
the coding efficiency of our proposed compression
method on encrypted images is very close to that of the
lossless/lossy image coding, which receive original,
unencrypted images as inputs. A big challenge within
such Encryption-then-Compression (ETC) framework
is that compression has to be conducted in the
encrypted domain, and this work is completed. In fact,
the significant compression ratio can be achieved if
compression is performed after encryption. The key
challenge in this phase is to generate the pixel value as
close as to the original pixel values at the transmitter
side. The security concern about the reuse of
prediction values are avoided by the use of SPN block
at the transmitter as well as receiver. This work can be
extending in the future to an efficient system for colour
image processing.
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