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Abstract 
  
Large integer multiplication is one of the most resource and time consuming operation in cryptographic applications. 
So, efficiency in multiplication is very important. In this paper, architecture for high performance Welch-Gong(WG) 
cipher is explained. WG cipher is synchronous stream cipher based on WG transformations. These ciphers encrypt a 
plaintext or decrypt a cipher-text by adding the plain-text or cipher-text bit by bit with the generated key stream bits. 
The performance of the WG Cipher is increased by using high speed Karatsuba Multiplier. This multiplier works based 
on Karatsuba Algorithm which reduces the multiplication of two n-digit numbers to at most nlog

2
3≈n 1.585 single-digit 

multiplications in general. It is therefore faster than other algorithms. The WG cipher has been designed to produce 
key-stream with guaranteed randomness properties and is resistant to Time/Memory/Data trade-off attacks, 
algebraic attacks and correlation attacks. The architecture is synthesized using Xilinx ISE Design Suite14.2 and 
simulated using Xilinx ISim. 
 
Keywords: Welch-Gong transformation, Galois Field, Optimal Normal Basis (ONB), Karatsuba Algorithm, Stream 
Ciphers. 
 
 
1. Introduction 
 

1 The expansions of computers and communication 
systems during the last decades has brought an 
increasing demand for methods to protect information 
in digital form. So, the cryptography took an important 
role in most of data exchange applications.  
Cryptographic algorithms are divided into Symmetric 
key algorithms and Asymmetric key algorithms. In 
Symmetric key algorithm, same secret key is shared by 
both the sender and receiver and in asymmetric key 
algorithms, both sender and receiver have different 
key. The symmetric key algorithms are further divided 
into Block Cipher and Stream cipher. 
      The cryptographic applications needs to compute 
large number operations. The numbers used in these 
applications may go up to hundreds or thousands of 
digits. Multiplication of such large numbers requires 
huge resource of time and  space. A system’s efficiency 
is generally determined by the performance of the 
multiplier because the multiplier is generally the 
slowest element in the system. It is vital to lower the 
requirements of that operation to provide efficient 
computation on those devices. The study of fast 
multiplication algorithms is always an important task 
done by mathematicians and computer scientists. In 
the 1960’s, Russian mathematicians developed a faster 
way for multiplying two numbers. The technique 
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became attributed to Karatsuba, and so the technique 
is called Karatsuba’s multiplication. 

The Welch-Gong(WG)(29, 11) [29 corresponds to 
Galois Field (229) and 11 is the length of the LFSR] is a 
stream cipher submitted in phase 2 of the eSTREAM  
project. It consists of consists of a WG key-stream 
generator which produces a long pseudo-random key-
stream. The key stream is XORed with the plain-text to 
produce the cipher-text. It has been designed based on 
the WG transformations to produce key bit-streams 
with mathematically proved randomness  aspects.  

In WG cipher is also secure against algebraic 

attacks. Therefore, the WG(29, 11) is secure and has 

the randomness properties that cannot be offered by 

other ciphers. Hence, it has a potential to be adopted in 

practical applications. Despite of its attractive 

randomness and cryptographic properties, direct 

design using computation in the optimal normal basis 

(ONB), which reduces multiplications and inversion 

over Galois Field (229) is adopted.  
 

In this paper, the implementation of a high 
performance WG Cipher is focussed. The performance 
of the WG Cipher is improved by using the high speed 
Karatsuba Multiplier based on Karatsuba algorithm. It 
was developed by Anatolii Alexeevitch Karatsuba in 
1960. It reduces the multiplication of two n-digit 
numbers to at most nlog

2
3≈ n1.585 single-digit 

multiplications. It is therefore faster than the classical 
algorithm, which requires n2 single-digit products 
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faster, for sufficiently large n. Hence the multiplier of 
Galois field based on Karatsuba’s divide and conquer 
algorithm allows for speedup of the top-level key 
algorithms. 
 
2. WG Stream Cipher 
 
WG cipher is a synchronous stream cipher which 
consists of a WG keystream generator. WG keystream 
generator produces a long pseudo-random key-stream. 
The key-stream is XORed with the plain-text to 
produce the cipher-text(encryption).The cipher-text is 
decrypted to give the original information. The WG 
cipher can be used with keys of different length like 80, 
96, 112 and 128 bits. An initial vector (IV) of size 32 or 
64 bits can be used with any of the above key lengths. 
Same length IVs and secret key can increase the 
security.  
 

 

Fig.1 WG Stream Generator 

The structure of the WG Generator is shown in fig 1. 
The WG keystream generator consists of an 11-stages 
LFSR over Galois field(229),29-bit WG 
transformation,LFSR feedback polynomial (C(Z)),Finite 
State Machine block (FSM) and Multiplexer.The LFSR 
feedback polynomial. The LFSR feedback polynomial:- 
 
C(Z)= Z11 ⊕ Z10 ⊕ Z9 ⊕ Z6 ⊕ Z3 ⊕ Z ⊕ β                     (1) 

  
is a primitive polynomial of degree 11 over GF(229), 
where β= α 464730077 is the generator of the ONB and α is 
a root of the defining polynomial of GF (229) given by 

 
g (Z) = Z29 ⊕ Z28⊕ Z24 ⊕ Z21⊕ Z20 ⊕ Z19 ⊕ Z18 ⊕ Z17⊕ 
Z14  ⊕ Z12 ⊕Z11 ⊕Z10 ⊕ Z7 ⊕ Z6 ⊕ Z4 ⊕ Z ⊕ 1            (2) 

 
The output of the LFSR at Ai+10 is filtered by an 
orthogonal 29-bit WG transformation  given by 

 
WGTrans = Tr (WG Perm(Ai +10 ⊕ 1))                              (3) 

 
WGPerm (X) = 1 ⊕ X  ⊕  Xr1 ⊕ Xr2 ⊕  X r3⊕ X r4          (4) 
 
is the WG permutation, r1 = 2k + 1, r2 = 22k + 2k + 1, 
r3 = 22k – 2k + 1, r4 = 22k + 2k − 1, and k=10. 

The WG ciphers consist of three phases of operations:- 
loading phase, key initialization phase, and running 
phase. The initial vector, linear feedback signal, initial 
feedback signal are the inputs provided to the LFSR 
along with the key that is provide internally. Initial 
vector is a random block of bits which is used to 
introduce randomness to the output of the cipher. The 
phases of the operations in the cipher is controlled by 
Finite State Machine (FSM).The loading phase takes 11 
clock cycles in which the secret key and the initial 
vector are loaded to the LFSR, one stage at a time. The 
key initialization phase takes 22 clock cycles, during 
which the input to the LFSR is the bit-wise XOR of the 
Linear Feedback from the LFSR with the Initial 
Feedback signal WG Perm (Ai+10⊕1).The output of the 
key initialization phase serves as a session key for the 
running phase. By receiving the 34-th clock signal, the 
generator starts to generate its key-stream bits. While 
in the run phase, the only input to the LFSR is the 
Linear Feedback signal. 
 
2.1 Finite State Machine 
 
The architecture of Finite State Machine is shown in fig 
2.  

 
 

Fig.2 Finite State Machine 
 

It has set of control signals like lfsrclk, s0 and s1. These 
are required for the serial computation of the initial 
feedback  signal. Before each run of the cipher, the FSM 
resets its 11-bit one-hot counter to (1, 0, . . . , 0) and its 
2-bit binary counter to (0, 0). When the reset signal is 
released, the 2-bit binary counter starts counting. At 
the same time, the 11-bit one-hot counter’s reset input 
stays zero for an extra clock cycle. This assures that the 
(1, 0, . . . , 0) state of the 11-bit one-hot counter 
consumes a clock cycle at the beginning of the loading 
phase. So, it triggers the clock input of the 2-bit binary 
counter. The 2-bit binary counter changes its state to 
(1, 0), triggering the start of the key initialization 
phase. Then, the clk signal starts  activating the clock 
input of the 3-bit one-hot counter. During this phase, 
the first output bit of the 3-bit one-hot counter drives 
the clock input of the 11-bit one-hot counter. 
Therefore, it takes 33 clock cycles for the 11-bit one-
hot counter to complete 11 counts. Hence, it takes 33 
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clock cycles for the 2-bit binary counter to increment. 
When the running phase starts, with the 2-bit binary 
counter’s state at (1, 1), the 11-bit and the 3-bit one-
hot counters stop counting, as their clock inputs 
become idle.( Hayssam El-Razouk et al ,2014). 
 During the key initialization phase, the lfsr_clk is 
driven by the first output of the 3-bit one-hot counter.  
Hence, the LFSR shifts once every three clock cycles. 
The two signals s0 and s1 are derived from the 3-bit 
one-hot counter output according to table given below. 

  
  Table 1 Signal  s0 and s1 as a function  of the output  

of 3-bit one-hot counter 
 

3-bit one-hot counter  
S1 

 
S0 bit 2 bit 1 bit 0 

0 0 1 0 0 

0 1 0 0 1 

1 0 0 1 0 

   
2.2 WG Transformation 
 
The concept of optimal normal basis is introduced to 
reduce the hardware complexity of multiplying field 
elements. The multiplier uses an linear transformation 
to covert the normal basis   representation of elements 
to suitable polynomials. These polynomials are 
multiplied according to the implementation platform. 
The normal basis is suitable for hardware 
implementation and squaring can be done by  cyclic 
shift which is free of hardware. 
 
Proposition 1: In a type-II ONB, the trace of the field 
multiplication of any two GF (2m) elements A = (a0, a1.., 
am−1) and B = (b0, b1, ..., bm−1) is computed as the inner 
product of A and B as shown in equation below: 
 
Tr(AB)= ∑         

                                                                  (5) 

 
The trace of the field multiplication of the two elements 
A and B can be computed using above equation. So the 
signals can be generated using the properties of trace 
function and thus WGTrans is computed as shown 
below with reduced number of field multiplications. 
 
WGTrans (X) = Tr(1⊕X ⊕X r1)+Tr (X 2^ 2k(Xr1⊕ X2^k−1 

⊕ X2^3k(2^k−1)))                                                                         (6) 
 
The architecture of the WG transformation is designed 
from this equation and is shown in figure 3. 
 The keystream bits are obtained by XOR-ing the 

signals received from the inner product block and 

Galois field adder and the keystream bits are 

generated. The hardware cost of the WG cipher is 

dominated by its transform’s field multipliers. Any 

decrease in the number of these multipliers would 

minimize the area of the overall cipher. This 

architecture uses five field multipliers. 

 
 

Fig.3 Design of WG transformation 
 
2.3 Serialized Key Initialization Module 
 
 Serialized Key Initialization Module (SKIM) generates 
the initial feedback signal through serialized 
computation. The finite field multiplier used in the WG 
transformation block is used to achieve multiplication 
operation during the serialized computations. The 
function of the SKIM module is to compute a partial 
value of initial feedback signal and stores it in Register 
R2. The architecture of the SKIM module is shown in 
figure below.( Hayssam El-Razouk et al ,2014). 
 

 
 

Fig.4 Architecture of SKIM 
 

Initial feedback signal can be computed serially over 3 
clock cycles, hence this complete round of serialized 
initial feedback computation is known as extended key 
initialization round. The control signals generated 
using FSM module is as inputs. During the extended 
key initialization round, the two signals s0 and s1 in 
Fig. 4 change values in each stage.. These two signals 
control the outputs of the three multiplexers MUX1, 
MUX2,and MUX3.In each stage of the extended key 
initialization round, the SKIM module computes a 
partial value of the initial feedback signal and stores it 
in Register 2.Hence, MUX1, MUX2, andMUX3 generate 
the signals X2k,X,and X⊕1 at their outputs, respectively.  
 

2.4 Key Initialization and Operation 
 
The recommended key sizes for WG cipher are 80, 96, 
112 and 128 bits. An Initialization Vector (IV) of size 
32 or 64 bits can be used with any of the above key 
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sizes. Initialization of  the cipher is done by loading key 
bits and IV bits  into the LFSR. To increase security, IVs 
of the same length as the secret key can also be used. In 
this work, both the Key and Initialization Vector have 
same bit size of 128 bit.( Y. Nawaz et al,2008). 

Once the cipher has been initialized, the contents of 
the LFSR constitute the internal state of the cipher. To 
produce the running keystream, LFSR is clocked once 
and the contents of the stage 11 are fed into the WG 
transformation block which produces a single bit of the 
running keystream. The LFSR is clocked again and the 
updated contents of stage 11 are again fed to WG 
transformation block thus producing the next bit of the 
keystream and so on. This running keystream is added 
bitwise (XORed) to the plaintext to produce the 
ciphertext.The cipher text is added bitwise with the 
keystream to produce the given plaintext. 
 
3. High Performance WG Stream Cipher 
 
Multipliers plays a vital role in the performance of 
cryptosystems. Large integer multiplication is one of 
the most resource and time consuming operation in 
cryptography. It is vital to lower the requirements of 
that operation to provide efficient computation on 
those devices. Multipliers have large area, long latency 
and consume considerable power. Hence, optimizing 
the speed and area of the multiplier is a major design 
issue. 

Multiplication is an important operation that is 
critically used in the integrated block of WG  
transformation and SKIM module to generate   
keystream bits.Hence, a fastest multiplier can improve 
the overall performance of the Wg Cipher. Karatsuba 
multiplier is one of the fastest multiplier. 
 
3.1 Karatsuba Algorithm 
 
The Karatsuba algorithm is a fast multiplication  
algorithm. It reduces the multiplication of two n-digit 
numbers to at most nlog

2
3≈n 1.585  single-digit 

multiplications.It is therefore faster than the other 
algorithm, which requires n2 single-digit products. 

The basic step of Karatsuba’s algorithm is a formula 
that allows us to compute the product of two large 
number using three multiplications of smaller 
numbers, each with about half as many digits, plus 
some additions and digit shifts.( Wajih E,Mohsen et 
al,2008). 

This algorithm can also be applied for the   
multiplication of the binary numbers. In this approach, 
we take the two binary numbers X and Y and split them 
each into their most-significant half and their least-
significant half, A and B respectively. 

 
X = 2n/2A + B               (7) 
Y = 2n/2C + D                                                                             (8) 
The product of X and Y can be calculated as 
 
X * Y = (2n/2A + B)*( 2n/2C + D) 

= 2 nAC + 2 n/2 BC + 2 n/2 AD + BD                                       (9) 
 
Using the above equation as a recursive multiplication 
algorithm, we need to perform four n/2 
multiplications, three shifts, and three O(n)-bit 
additions. If we use T(n) to denote the running time to 
multiply two n-bit numbers by this method, this gives 
us a recurrence of 

 
T(n) = 4T(n/2) + cn                                                             (10) 
 
for some constant c.The cn term reflects the time to 
perform the additions. 
 
Rewriting the above formula, 
 
(2 n – 2 n/2)AC + 2 n/2(A + B)(C + D) + (1 − 2n/2)BD     (11) 
 
This equation results in only three multiplications of 
size n/2, plus a constant number of shifts and 
additions. So, the resulting recurrence is 

 
T(n) = 3T(n/2) + c’n                                                            (12) 
 
for some constant c’. By applying master theorem, this 
recurrence to nlog

2
3≈n 1.585 . 

This fastest Karatsuba Multipliers is used in Galois 
Field operation of the WG Transformation and SKIM 
Module.Hence the performance of the WG cipher will 
get increase. 
  
4. Results and comparisons 
 
4.1 Results 
 
The architecture was modeled using Verilog in Xilinx 
ISE Design Suite 14.2 and the simulation of the design 
is performed using Xilinx ISim to verify the 
functionality of the design. The WG Cipher mainly 
consists of WG Generator which consists of a 
keystream generator  which produces a sequence of 
binary digits. This sequence is called the running key 
or the keystream. 

 
The RTL schematic and simulation result of WG 
Generator is shown below. 
 

 
 
               Fig.5 RTL Schematic of WG Generator 
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     Fig.6 Output Waveform of WG Generator 
 
The RTL schematic and simulation result of WG Cipher 
is shown below. 
 

 
 
            Fig.7 RTL Schematic of WG Cipher 
 

 
 

Fig.8 Output Waveform of WG Cipher  
 

4.2 Comparison 
 
A 32-bit  Array multiplier and Karatsuba Multiplier was 

modelled  using Verilog in Xilinx ISE Design Suite 14.2 

and their delay was calculated. The table below shows 

the delay of the these multipliers. 

 

Table 1 Delay Comparison of Karatsuba Multiplier and 
Array Multiplier 

 

Type of Multiplier 
Karatsuba 
Multiplier 

Array 
Multiplier 

Delay(Ns) 47.245 95.887 

 
From the table, it is clear that Karatsuba Multiplier is 
fastest. 
 Multiplication is an important operation in the 

cryptographic applications.So, the effect of these 

multipliers on performance of WG Cipher was studied 

and the delay is shown below in the table. 

Table 2 Delay Comparison of Wg Cipher 
 

Wg Cipher 
With 

Array Multiplier 

With 
Karatsuba 
Multiplier 

Delay(Ns) 40.125 24.512 

 
So, from the table it is clear that the WG Cipher with 
Karatsuba has the lesser delay. 
 The figure below shows the synthesis report of the 
WG Cipher with the Array Multiplier and Karatsuba 
Multiplier especially  showing the delay of the system. 

 

 
 

Fig.9 Delay of the WG Cipher with Array Multiplier 
 

 
 

Fig.10 Delay of the WG Cipher with Karatsuba 
Multiplier 

 

Conclusions 
 
The arrival of 4G mobile technology led to the design of 
WG stream cipher. The WG cipher has been designed to 
produce key-stream with guaranteed randomness 
properties. It is secure against Time /Memory/Data 
trade-off attacks, algebraic attacks and correlation 
attacks. Multiplication is an important operation that is 
critically used in the integrated block of WG  
transformation and SKIM module to generate   
keystream bits.From the results ,it is clear that the 
delay of WG Cipher has reduced greatly when 
Karatsuba’s divide and conquer algorithm based 
multiplier is used in Galois field operation. This 
improves the  performance of the WG Stream Cipher 
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and hence can be used in high speed communication 
applications. 
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