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Abstract 
  
Biometric authentication is consider as best authentication than the other, because it uses unique physiological 
characteristics such as  face images , palm images ,iris code. It is important to keep biometric data that generated at 
the time of enrollment .Using   visual cryptography it is easy to enhance the privacy of biometric data. A private face 
image is to hide into two host images and convert them into gray scale image and encrypt it and generate sheets that 
stored on database server. In GEVCS Authentication only done when original image and gray scale sheet and other 
sheets are available. So visual cryptography provides better privacy to biometric data. This system is used for any 
images. 
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1. Introduction 
 

1 Biometrics means use of unique physiological 
characteristics such as face, fingerprints, retina, vein to 
identify an individual. Biometric is used for 
identification as well as verification of person. A 
biometric authentication system operates by using raw 
biometric data from a subject (e.g., face image), 
extracting a feature set from the data and comparing 
the feature set with the templates stored in a database  
to identify the particular person. At the time of 
enrollment the template of a person is generated and 
that template is stored along with original raw data. 
This has increase  the need to preserved privacy to the 
person image by protecting the contents of the 
database. A grayscale image is an image in which the 
value of each single pixel is a sample, that is, it carries 
only intensity information. The darkest possible shade 
is black, which is the total absence of transmitted or 
reflected light and the lightest possible shade is white. 
According to their physical characteristics, different 
media use different ways to represent the color level of 
images. The computer screen uses the electric current 
to control lightness of the pixels. The diversity of the 
lightness generates different color levels. The use of 
face images as hosts for a private face image  has many 
advantages in the area of biometric applications. 
 A private image is converted into gray scale image 
for this multiplying red ,green, blue by random 
numeric values, after that giving name to that gray 
scale image, then choosing two host image and splitting 
original image into two host image and encrypting that 
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grayscale image and  generating sheets. Encrypting 
image using key and that key is generated by using 
math.random() function, storing sheets on database 
server. 
 
Few basic definitions 
 
Plaintext is the original message. 
Encryption means transforming plaintext message 
into ciphertext. 
Secrete key use for encryption and decryption of 
message. 
Ciphertext is the scrambled message produced as 
output. 
Decryption means obtain original message from 
cipher text. 
The science and art of manipulating messages to make 
them secure is called Cryptography. 
Cryptanalysis the process of trying to break cipher 
text message to obtain the original plain text message 
itself is called cryptanalysis. 
Secrete image- original image of user. 
Host- face images use for encryption of secrete image. 
We have database from which choosing host images. 
Sheets- The secret image is encrypted  into sheets .  
Target- secrete user image is reconstructed.  

 
2. Motivation 
 
 Preserving the privacy of digital biometric data 

(e.g. face images) stored in a central database has 
become of paramount importance. This work 
explores the possibility of using visual 
cryptography for providing privacy to biometric 
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data such as fingerprint images, iris codes, and face 
images. 

 The template of a person in the database is 
generated during enrollment and is often stored 
along with the original raw data. This has increases 
need of  privacy to protecting the contents of the 
database. 

 In the existing biometric authentication system the 
image template of a person is stored as such in the 
authentication server and is prone to security 
attacks at the server side. 

 

3. Proposed System 
 
In the proposed scheme, a private image is converted 
into gray scale image for this multiplying red ,green, 
blue by random numeric values. after that giving name 
to that gray scale image, then choosing two host image 
and splitting original image into two host image and 
encrypting that grayscale image and  generating sheets. 
Encrypting image using key and that key is generated 
by using math.random() function. Downloading two 
sheets on user computer and storing other sheets in 
database. At the time of authentication selecting 
original secrete image after that selecting downloaded 
sheets and pressing match button, it will show the 
other encrypted sheets only if the selected secrete 
image is right. After that combining all the sheets and 
match with original secrete image if match then 
authentication successful. 
 

Algorithm 
 

1. Calculating size of secrete image 
2. Split into two host images 
3. Convert to grayscale image and encrypt using key. 
4. for(int i=0; i<width; i++){ 
5.           
6.             for(int j=0; j<height; j++){ 
7.              
8.                Color c = new Color(image.getRGB(i, j)); 
9.                int red = (int)(c.getRed() * 0.299); 
10.                int green = (int)(c.getGreen() * 0.587); 
11.                int blue = (int)(c.getBlue() *0.114); 
12.                Color newColor = new 

Color(red+green+blue, 
13.                 
14.                red+green+blue,red+green+blue); 
15.                 
16.                image.setRGB(i,j,newColor.getRGB()); 
17.             } 
18.          } 
19. Generating sheets 
20.     ArrayList sheets=new ArrayList(); 
21.         int targetSum=Math.abs(pixels[k][j]); 
22.       // System.out.println("\t"+pixels[k][j]); 
23.        
24.        sheets=gs.n_random(targetSum,3); 
25.        

sheet1[k][j]=Integer.parseInt(sheets.get(0).toStrin
g()); 

26.    
sheet2[k][j]=Integer.parseInt(sheets.get(1).toStrin
g()); 

27.        
sheet3[k][j]=Integer.parseInt(sheets.get(2).toStrin
g()); 

28. Downloading sheets. 
29. Matching original image with reconstructed sheets 

at time of authentication. 
 
I have convert each grayscale block into a binary block. 
First of all each pixel value in a grayscale block is 
transformed into binary representation. For example 
take a grayscale block and transform into binary 
blocks. 
 
111  159  20  
254  10   198  
40    215 100 
Its corresponding binary blocks are as follows: 
 
[0 1 1 0 1 1 1 1]  [1 0 0 1 1 1 1 1]  [0 0 0 1 0 1 0 0];  
[1 1 1 1 1 1 1 0]  [0 0 0 0 1 0 1 0]  [1 1 0 0 0 1 1 0];  
[0 0 1 0 1 0 0 0]  [1 1 0 1 0 1 1 1]  [0 1 1 0 0 1 0 0]. 
 
Take each binary block and perform different possible 
combinations of that number, and trying  to design the 
block into different shares. For example take a 
grayscale block and divide the block into shares and 
apply the above scheme. 
 
Four-of-Four Scheme using Grayscale Images 
 
Here I design the shares such a way that when 
combining any two shares will reveal the original bit 
information, but not the whole share just half of each 
single share will give me high quality image when 
reconstructed. I will explain this scheme by taking a 
value from the grayscale block and divide that value 
into shares. 
 
254: [1 1 1 1 1 1 1 0] 
 

Table-1: Grayscale bits are transformed into Binary 
bits 

 

 1st half 2nd half 

Share1: 1 1 1 0 0 1 1 0 1 1 0 1 1 0 1 0 

Share2: 0 0 0 1 1 0 0 0 0 1 0 0 0 1 0 0 

Share3: 0 0 1 0 1 0 0 0 1 0 1 0 0 1 0 0 

 
Share1 (1st half): 1 1 1 0 0 1 1 0 
Share2 (1st half): 0 0 0 1 1 0 0 0 
 
                                  1 1 1 1 1 1 1  0 = 254  
 
 
Share3 (1st half) : 0  0 1 0 1 0 0 0 
Share1 (2nd half): 1 1 0 1 1 0 1  0 
 
                                    1 1 1 1 1 1 1  0 = 254 
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Combining any two half shares will give me exact bit 
and doing same procedure for the whole grayscale 
block gives perfect high quality image when 
reconstructed without any loss of contrast. 
 
 

 
Original Image 
Size 128 × 128 

 
 
 
 

 
     Share1           Share2        Share3 

 
Fig.1: Generating three separate shared transparencies 

for gray-level visual cryptography. 
 
The beauty of this scheme is, when you combine the 
direct shares you can’t see a perfect gray-scale image 
only when you combine the all shares, the original 
quality of the image will be revealed without any loss 
of quality. 
. 
4.  Activity Diagram 
 

 
 

Fig.2: Activity diagram 

In this diagram user load the private host image and 
also load two public image. System convert image into 
grayscale image and encrypt that image then generate 
share. At time of authentication user load there private 
image and two downloaded sheet, the database server 
automatically load other two sheet. after pressing 
submit button it match image and sheet using and, 
return result. 
 
5. Results 
 
VCS Method 
 

 
 

Fig.3: VCS Method 
 
Giving input as user image and using secrete key 
decrypting the sheet, matching the user image with 
secrete image if match then authentication successful 
otherwise authentication fail. 
  
GEVCS Method 

 
 

Fig.4: GEVCS Method 
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Giving user image and two downloaded sheets as input 
server automatically select other sheets, when all 
sheets match then authentication successful otherwise 
authentication fail. 
 
Space Complexity 
 

 
 

Fig.5: Space Complexity 
 
Our proposed system required less space because we 
are using code optimization and also scaling the all 
images at same size. 
 
Time Complexity 
 

 
 

Fig.5: Time Complexity 
 
Our proposed system required the less time than the 
old system because we are using array for generating 
sheets. The red dash line shows VCS method and green 
dash line shows GEVCS method. 
 

Conclusion 
 

This paper proposes a GEVCS scheme to enhance the 
privacy of biometric data. When all sheets are available 
then and then the authentication successful otherwise 
authentication fail.  
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