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Abstract

Cryptographic algorithms are utilized in various environments in which security is a key requirement. The
widespread use of large data storage networks and information technology has led to an increase in demand of high
speed, low power and low area consumption cryptographic systems. The established cryptographic systems which
have existed for a long period of time are having a difficult time to come up with ever increasing performance
requirements. In this work, a cipher generator for encryption algorithm is proposed based on different methods and
techniques (Central spiral technique, outer spiral technique, transpose array method and exclusive -OR operation) to
increase the strength of proposed algorithm system by making the cipher of encryption system more robust and more
reliable. This system is able to encrypting any input data such as text message, image and audio. The simulation
results show that the proposed encryption algorithm has best values in three tests(ARE, maximum deviation analysis
and peak signal to noise ratio) comparing with the traditional schemes(Lorenz, Chua, Réssler and Nien) flow
sequences when it has been implemented on 256*256 images, while getting very close results for other tests, and the
proposed algorithm system has excellent results compared with the performance of the traditional encryption

systems in which has passed most of the FIPS PUB 140-1 statistical tests successfully.
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Introduction

Encryption can be provided either using symmetric
(secret) key algorithms, such as DES, or asymmetric
(public) key algorithms, such as RSA. Because
asymmetric-key algorithms are computationally much
more intensive than symmetric-key algorithms, they
are not typically used for bulk encryption. Instead, they
are mostly used for digital signature and key exchange.
Symmetric- and asymmetric-key algorithms usually
operate on blocks of fixed size. Often it's required to
encrypt a long plaintext block using a short-block
encryption algorithm. This is not such a big problem
when symmetric-key cryptosystems are used, since.
They operate at much higher speed. However, it is
highly impractical to use a public key cryptosystem,
such as RSA or Elliptic Curves, to encrypt a very large
block of data. [M. Matyas and M. Peyravian et al ,1998],
In this paper we propose the following alternative: we
will covering between the secret bits of the plaintext
and symmetric key after applying many methods and
techniques on them to provide a strong guardianship
for the content of the secret part of the plaintext.

Cryptography: The encryption and decryption
techniques are a set of algorithms that convert the
plaintext to the ciphertext in the sender side
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(encryption). The decryption process is done in the
receiver side by using the agreement key to acquire the
plain text again. When discussing strength in terms of
encryption, it generally signifies the level of difficulty
by which it is possible to decipher the key or algorithm,
which is not disclosed. Thus, decoding a key must
involve processing a large number of probable values
in order to attain a value which can be employed so as
to decrypt a particular message. In other words, non-
repudiation services, authenticity, confidentiality, and
integrity can be provided by means of cryptography. [J.
Katz and L. Yehuda,2007, W. Stallings,2009].In
cryptography, encryption is the process of
transforming information (referred to as plaintext)
using an algorithm (called cipher) to make unreadable
to anyone except those possessing special knowledge,
usually referred to as a key. The result of the process is
encrypted information (in cryptography, referred to as
ciphertext). In many contexts, the word encryption also
implicitly refers to the reverse process, decryption (e.g.
software for encryption can typically also perform
decryption), to make the encrypted information
readable again (i.e. to make it unencrypted)[ R.
Hosseinkhanil and S. Hamid,2012].

The classification of Cryptography

1) Symmetric Key: Symmetric cryptography,
commonly called secret or conventional encryption,
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refers to the type of encryption where the keys of
encryption and decryption have the same equivalent
values. Another definition of symmetric encryption
describes it as well as a shared key cryptography or
shared secret cryptography due to the fact that it
applies to only one shared key which is employed in
encrypting and decrypting the message. Application of
symmetric has numerous benefits and disadvantages
actually, the advantages of employing symmetric
encryption include: providing authentication that the
key remain secret, encryption of data is performed
instantly, and key symmetry permits encryption and

decryption while using the same key [W.
Stallings,2005].
‘ e Encryption e Decryption ’
¢
Plain text \4 Cipher text

Figure 1: Symmetric key

2) Asymmetric Key: The term Asymmetric encryption,
which is commonly referred to as public key
encryption, is the type of asymmetric encryption which
employs two varied keys for the purpose of encryption
and decryption. One of the two keys in cryptography is
a public key which can be made available for anyone.
On the other hand, the second key, known as a secret
or a private key is a mathematically-related one.

This is cryptography key is the one which has to be
kept confidential from others [P. hristof and P.
Jan,2009].

N XN
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¢ Decryption

Figure 2: Asymmetric key.

C. Types of symmetric key algorithms

1) Stream cipher: The stream cipher idea is simply
dividing the text into relatively small blocks, for
example, 1bit and allowing every block encoding to be
based on numerous preceding blocks [P. hristof and P.
Jan,2009].

2) Block cipher: The concept of a block cipher is to
divide the text into fairly bulky, for instance 128 bits,
blocks, then encode every block individually. Normally,
each block encoding is based on at the maximum a

block of the former ones. The key remains unchanged
when applied with every block [L.R. Jan,2001].

Related Work

In the literature, various approaches have been
proposed by researchers to provide the best level in
data security. In general, researchers have many
methods and techniques for providing their proposed
algorithm system by powerful protection For example
[B. Katz,2016 ], suggested using physical (PHY) layer
techniques for the generation of encryption keys on the
fly without the use of vulnerable key sharing. While
these PHY layer techniques had been demonstrated to
work in controlled settings with offline processing,
little work had been done to integrate them into
existing wireless standards. In this work, an
integration of PHY layer channel state-based
encryption key generation was presented into a real-
time 802.11 compliant software-defined radio.

[J. Majumder and P. Bankura,2013]proposed two
algorithms, one for image encryption process and
other for decryption. Spiral encoding and spiral
decoding technique were used for creating confusion of
neighboring pixel correlation. Symmetric key and
shared secret number were used which enhanced the
overall encryption technique. Several experiments
showed that proposed algorithms were good enough to
prevent differential attack and statistical attack

Proposed encryption algorithm

Encryption is the process of transforming plaintext to
the cipher text so it is unintelligible to anyone but the
intended recipient. Decryption is the process of
transforming encrypted information (ciphertext) to the
original information (plaintext) so that it is intelligible

again as shown in Fig.3
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Figure 3: Encryption and Decryption process.

Encryption

In the proposed system used many technique and
method as (Central spiral technique and transpose
array method) on the stream bits of plaintext after
making reshaping and subgrouping to the plaintext
Whether (text message or image) and applying (Outer
spiral technique) on the key to provide the proposed
algorithm system with randomize and strength, Fig. 4
shows the proposed encryption algorithm block
diagram.
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Figure 4: Proposed algorithm system

1

A. Encryption Plaintext

In the proposed algorithm system, the plaintext should
be converted into a stream of bits whether it contains
text, images or audio as the first step in the encryption
process.

B. Plaintext Sub-Grouping and Reshaping

The second stage in proposed encryption process is
dividing the stream bits of plaintext into sub-groups,
each sub-group consist of 25 bits, The second step in
this stage is reshaping the sub-group from one
dimension vector to two dimension array, Using the
reshaping in the encryption process is very important
to prepares it for the next stage (central spiral
technique), because it depend on the arrangement
position of input data bits in its work.

C. Central Spiral Array

In the proposed encryption algorithm the central spiral
technique are adopted. By applying a central spiral
method on the two dimension matrix, which produced
by previews step the position of bits will be changed in
order to make scrambling on input data input.

D. Transpose Array

In transposition systems, plaintext values are
rearranged without otherwise changing them. All the
plaintext bits that were present before transposition
are still present after transposition. Only the order of
the bits is changed.

So as to increase the randomize of bits array in the
proposed encryption algorithm system , will used one
of the important type of the transposition system
called the transpose technique (T) after applying the
central spiral method on the previous stage.

E. Encryption Key

A symmetric key is used in the proposed encryption
algorithm system that created a randomly (variable
value ad size) for each input data. The key has different
size may be shorter or longer than input data. If the key
(K) shorter than data (D) therefore resizing the key
should be done in order to produce anew key which is
the same as the first key but doubling it until it
becomes as the same size of the input data. However, if
the key is longer than input data should trim part of
key size to become equal with the input data size. The

key resizing process is explained in the following
example.

The key in the encryption process may be on the
form of a text, image, or audio, if in any case it should
be converted to the stream of bits after which apply the
stages of the algorithm with the plaintext.

A similar procedure that is done on plaintext in
second stage well be done for key in this stage. Where
the stream bits of key is splits to 25 bits sub-groups.
Therefore, reshipping each sub-group to 5x5 array as
shown below to prepare the sub-groups to the next
stage, which is applying the outer spiral method for the
produced array.

F. Outer Spiral Array

In order to increase the randomize of key the outer
spiral techniques are employing that changes the bits
positions of the key sub-group array

G. Encryption Cipher Text

The last step in encryption process produces a
ciphertext , when applying the exclusive OR between
the Transpose of central spiral array (Plaintext) and
the outer spiral array (key) the ciphertext (C) will be
composed  Exclusive-OR  operation has many
advantages when used for cryptography; very fast
computable, especially in hardware, not making a
difference between the right and left site (being
commutative), it doesn't matter how many and in
which order you XOR values (being associative), easy
to understand and analyses.

1. Encryption for text message

Plaintext usually means un-encrypted information
pending input into cryptographic algorithms and as a
data input to the proposed algorithm, this data (e.g. file
contents) may represent only characters of readable
material, However, nor its graphical representation
neither objects (images, etc.). It may also include a
limited number of characters that control simple
arrangement of text, such as line breaks or tabulation
characters. Plaintext is different from formatted text,
where style information is included, and from binary
files in which some portions must be interpreted as
binary objects (encoded integers, real numbers,
images, etc.).In the proposed algorithm system, the
plaintext and key should be converted into a stream of
bits by sub-grouping and reshaping as shown below,
then applying the central spiral technique and
transpose array method to plaintext to increasing the
randomize and outer spiral technique to key then used
Xor-ing between them.

ENENE

2. Encryption for image

The image should be passing through the same steps
that text is passed to be encrypted by the proposed
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encryption system except the first stage that prepares
the input data. Image is composed of a set of pixels and
generally the RGB image consists of three matrices; for
red, green and blue color. In the proposed algorithm,
image will be treated in order to convert the image to
stream of bits. Firstly, each pixel in image will be
replaced with the equivalent binary values as shown in
Fig.5. Therefore, the three binary values of the pixel
will be constructed to be one vector. Finally, combine
all pixels vectors to produce the input bit stream.

/TN
[TTTTTTT (ECEr -

8Bits 8Bits

8Bits

Figure 5: Pixel component.
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Figure 6: Simulation results of the proposed system
for different images

Fig.6 shows the original images of size 256*256 with
the resultant encrypted images when encrypted by the
proposed algorithm system. As it is shown in this
figure, the histogram is obtained for the image after it
is encrypted.

It is very important to note that the encrypted
image has changed completely from the original image

and is not recognizable or detected. In addition, the
histogram of the encoded image has changed from the
original image histogram and this is the result of a
strong type of algorithm that has a strong
cryptographic. Also this is what distinguishes strength
of the cryptography from Scrambling which, does not
change the histogram of the new image from the old
image. Figure 7 shows the flowcharts of proposed real
time algorithm system steps.

Input plaintext bits
stream

n=Calculate the length bits stream of

m= Calculate the length bits stream ey
of plaintext
Resize the key bits stream to make
Resize the plaintext bits stream to | (m=n)
make (m=n)
Subgrouping and reshaping the No
‘plaintext
'] es
Set the counter of subgroups
=l Subgrouping and reshaping the key ‘
. v
| Applying the central spiral technique |
| Applying the outer spiral technique ‘
| Applying the transpose array method ‘
I Exclusive-OR operation |

Figure 7: Flowchart of proposed Encryption
Algorithm

Decryption

The decryption process of the proposed algorithm
system has approximately the same stages of the
encryption algorithm process with the same initial
values and parameters.

Transpose

-
|

Array 7 —_—
E——

Figure 8: Proposed Real Time decryption Algorithm

Outer

spiral

technique

At receiver the recipient should receive the same
quality of original data without delay. So the proposed
algorithm system should build the decryption process
according to high quality and precision with the stages
shown in Fig (8).

A. Received Cipher Text
The received ciphertext should be converted to stream

if bits at the first stage in order to be capable to read by
the proposed system. Where, the same steps that used
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to translate the plaintext to stream of bits are used to
evaluate the stream bits of the received ciphertext.
Therefore, this stream bits will be passed through the
sub-grouping and reshaping stage that divide the
cipher bits into 5x5 arrays.

B. Decryption Key and Decryption Recovering

The key used in the decryption stages should be the
same one that used in encryption stage (symmetric
key). After the key is converted to stream of bits, the
stream of bits will be sub-grouping and reshaping to
produce two dimensions array that used to remove the
effect of the key from cipher bits.

In the decryption process, the effect of the key
should be removed using the exclusive-OR operation
between the ciphertext and the key as the first stage to
recovery the plaintext.

C. Decryption Transpose Array

The next stage of the proposed encryption algorithm in
the decryption process is transposing array in order to
retrieve the plain text properly and sequentially.
Therefore, by applying the transpose array method on
the previous stage.

D. Central De-spiral Method

~ s

Input ciphertext
bits stream.

Input key bits
stream

m= Calculate the length bits stream
of key

m= Calculate the length bits stream
of ciphertext

Resize the ciphertext bits stream to Resize the key bits stream to make

make (m=n)

(m=n)

Subgrouping and reshaping the
ciphertext |

Yes

l Subgrouping and reshaping the key
Applying the outer spiral technique

l Exclusive-OR operation ‘

| Applying the transpose array method J

v
‘ Applying the central despiral technique |

— Display plaintext

Figure 9: Flowchart of proposed algorithm system in
decryption process

The last stage in the decryption process at receiver is
applying the central de-spiral technique on the
transposed array, then converting the array to stream
of bits [b] and take every 8 bits from the stream to
return as character if the input data is text, pixel if the
input data is image, sample if the input data is audio,

After the conversion of all the bits to the original input
data, the recipients read and understand the encrypted
data clearly with high quality and super-fast. Figure (9)
shows the flowcharts of proposed decryption
algorithm system steps.

Comparative Analysis

A scientific examination for the correlation of regular
and proposed calculation is displayed in this area. In
this work, the size of key is 25 bits, so the aggregate
key space will comprise of 225combinations that
equivalents to(33554432).A system that able
toperform1 combination for every unit time will
acquire (33554432) time units to discover the key via
power attack. Additionally, the size of the data input
(plaintext) is of 25 bit, the total input data space will be
same as key space which is equal to(33554432) in
addition to the same quantity of time units that needs
to discover the data by brute power assault.
Furthermore, there are 8 attempts to identify and
detect one of four type of spiral four attempts for the
central spiral in terms of if starting from the center and
move right or left movement or move the bottom or
the top and four attempts to the outer spiral if it
appeared from the top, but on the left or right and if it
appeared from the bottom but from the right or the
left. So there are28combinationsof additional attempts
that increase complexity, where will capture 256time
units to find out the type of spiral. Moreover, there are
2 attempts to find a transpose array. Therefore, the
total space will be consisting of 22combinations that
equal 4. The Xor-ing will be consisting of
2lcombinations that equal 2 operations. Table (1)
shows the result combination of brute force attack

As illustrated in this Table the maximum attempt to
discover the cipher by force attack per second are
(33,554,432) which is very large number in
comparison with the other algorithm system.

Table 1 : Comparative analysis of the proposed real
time encryption algorithm

=
E o 3
[ v o~ w
s 2| & H 2E
& = =
2 8| E g £
w () 8 p=3 py E
3 2 = S S 3
S /| ©n 5] S O
~ g S s~
ﬁ» Z 4
1 Input Data 25 225 33554432
2 Input Key 25 225 33554432
3 Central Splral 8 28 256
Technique
4 Outer Splral 8 28 256
Technique
Transpose 2
> Method 2 2 4
6 Exclusw? -OR 1 21 2
operation
sum 33,554,432 /s
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Statistical tests for the proposed system

Many testing techniques are used to calculate system
performance and encryption quality. The testing
technique results are testing the randomness behavior
by using the FIPS PUB 140-1 statistical tests.

Table (2) shows the result of implementing of the
FIPS PUB 140-1 statistical tests to check the system
randomness. The results obtained in the Table strongly
prove that the proposed algorithm system fulfills the
randomness requirements needed for reliable
encryption algorithm.

Table 2 The FIPS PUB 140-1 statistical tests of the
proposed algorithm system

According to the tests results in Table (3), it could be
noticed that:

1) In most cases, the proposed algorithm
performance is either very near to the best test
result of the traditional system and in the three
cases it has the best result.

2) The proposed algorithm performance is the best
system for image encryption in quality.

The testing results are evaluated after the proposed
algorithm is applied on these images and comparing
the results with the applying results of the traditional
systems as shown in Table (3).

Table 3: Proposed algorithm and traditional system

evaluation performance tests results
Test resuli of
Statistical test Freedom Degree proposed FPass/Fail
if "=
e i H é‘ Test Froposed
g4 Lovenz Rias. Nien Chua
Frequency test MUST BE <=11.81 8.78 PASS Eqgc | tee System
Serial fost MUSTEE<=7a1] 12,123 FAL E0 | 1311404270 |131.1062585 | D3L0536 | 13114605 | I1SLL0EE
- - = ARE_| 1B76005625 | DBH.29427 | 187544271 | 18B.260:7 | 153,406
Poler test MUST BE <=11.1 7.850 PASS o| = [[Tow [ oomomor | oomarss | oo0oaTs | d.ociome | o0a%
E| & [Evropy | 7eesiioens |799s07sat | 7osmelel | 788818 | Temenen
Run test MUST BE <= 10.788 3.625 PASS “| = [0 [ esomzeseer |sscaleseer | A05L333 | £4%96 13658
. — Wd_| 4ie1aEasal | a7E0R | a7sOlecer | 47777Ge7 | A91SS
SEFTYO. 1 L PASS FINR | Bie10i62l | BSEMIGT3 | BE0I3IE | Bsedslil | Ag952l6
SHIFT 0. 2 - FAL En | 0851813 | 1025145633 | 10E515803 | 10850706 | 108456
ARE_| 1617954792 | 1620651042 | l6253c458 | 1625703l | MOBAGR
SHIFT ¥O. 3 0.648 PASS B| w [Com | Sm2Eds LG%E03 | DS000TEDS | 0004135 | O.0war
5
) = ] £ ¥ [Entopy | 7oo9051020 | 7598044177 | 7o9a07se3 | 7H9ese | raarsed
SHIFT 1O, 4 = 0128 BASS d| ~ [0 [ smaraia [samrsasaad | #eealas3 | sonerasz | sodim
0 s v - Md_ | 9118383331 |9123533333 | 413563333 | 41364333 | AZ9BLE3
. SHIFT NO. 5 o 1.574 pASS
'““"“’l;flm“ m FSNR_| BES398577% |B.835357606 | B.A;3lo09) | B23548 | B.54254
SHFTHO. ¢ = 1.180 PASS en | 12538808 [ 175.3m2eds | 12s3mseml | 125dsems | 1253s7s
SHIFT NO. 7 = 3.645 DASS . WRE_| 112421875 | 18228167 | lerdreosz | 1é2.00%6 | IRAGISE
i 8 [ 136605 | 00019853 | 71805 | 000262 | 1446198
SHFTXO. & 0.000 PASS a| B [Emnopy | 7esEsTEId 759075131 | 75980648 | TasS0dia | 7EsEed
SHIFT 10, © S FAL ™ o | soseacseer | soasoesesr | 7iiRmgs | soeaiiai | sossmar
— - Md 36150 361845 360975 | 36100667 | BEiaiad
SHIETNQ. 10 1.661 PASS FSNA_| 758351650 |6.790835036 | BE0na3oa7 | EESIE | A.sa0ean
en | 10286576 [1orsseisa: | lozsseses | 10283338 | l0zEoss
ARE | 199411875 | J00AEa75 | 16980Essd | 199.0935 | BDRAITT
The proposed system has many results in the last test, ¢| g [ [omueee oomen e swen | oson
i . . . : Entropy | 7598305547 | 78991012 | 7.993050:4 | 799E3azd | 798eie3
a a
it is able to achieve success in most results, whlle. failed o I s BT e e B
in some of them because it depends on the checking for Wd | 4564533331 | ABSI6Ecn? | 4675 A3EI | 49c0Rid || SIAISER
correlations between the sequence of bit stream and FSHR | BI37185776 [8.122149075 | B1P000288 | E1246165 | 7873029
(non-cyclic) shifted versions of it and this is not always £ | 1anasanty | isngvee3s | isiselss | ls0sea | L8O
achieved in the sequence bit stream of the proposed - ARE | 2849348958 | 2852734375 | 284226363 | 18456354 | 28B.BESa
&| & [(Com | noorassils | no04sars | DOODVESE | A0047le | O.0mzs
system. B| & [Enwopy [ 7099045774 | 79990528 | 7.0uss7esl | 7ossais | 79mdas
i I I T e e e
Md_ | 7271033331 | j7a07 | TIS6E3s3 | 7aidas D
Encryption 's Quah'ty Measurement Tests for the FiuR | 7.o7smicee | 79608048 | 7os3es419 | 79R41s: | 9739708

Proposed System

Many testing techniques are used to calculate system
performance and encryption quality. The testing
technique results are testing the encryption system
based on proposed system and comparing the results
with the one of the strong image encryption algorithm
which is the traditional chaotic system results.

It is important to obtain the system performance on
different kinds of images and compare the results with
that of the traditional chaotic system results. To
evaluate the system performance, ARE, EQ, correlation
coefficient, entropy, irregular deviation analysis,
maximum deviation analysis and peak signal to noise
ratio are used.

Conclusions

In this work, the proposed encryption algorithm as per
the suggested encryption system and their outcomes,
the accompanying conclusions can be recapitulation:
The suggested algorithm is able to encrypting any
input data such as text message, image and audio, In
addition, using the spiral and transposing techniques of
the bits stream in the proposed algorithm system
increases the system complexity. As well the proposed
algorithm system has excellent performance results
compared with the performance of the traditional
encryption systems in which passed all the FIPS PUB
140-1 statistical tests successfully. and the test results
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