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Abstract  
  
An integrated threat analysis and mitigation system that enhances network security with the help of deep learning.  
Policies, technology and monitoring systems are important in the protection of infrastructures against dynamic 
threats.  The detection and mitigation systems of cyber threats (particularly botnets) are becoming increasingly more 
complex and require intelligent and adaptable systems that are capable of detecting and mitigating them in real-
time.  The presented paper presents a deep learning network that integrates the use of SMOTE data balancing, GA 
feature optimization, and RNN trained on the CTU-13 dataset.  The proposed RNN outperformed the traditional 
counterparts in terms of sequential traffic patterns that are critical to intrusion detection with a high accuracy (ACC) 
of 99.25, precision (PRE) of 98.30, recall (REC) of 99.25, and F1-score (F1) of 98.75.  Studies revealed that RNN 
performed better than the baseline models, e.g. Hidden Markov Model (HMM) (94.80% accuracy), Convolutional 
Neural Network (CNN) (97.21% accuracy), and Support Vector Machine (SVM) (92% accuracy). The fact that the 
RNN could model temporal dependencies minimized misclassifications, and the network was also more resilient. The 
above results indicate the promise of RNNs in future-generation cybersecurity, which provides scalable, proactive 
threat detection in dynamic networks, including network descriptions facilitated by clouds and supported by IoT, 
which is essential to ensure the security of critical systems. 
 
Keywords: Network Security, Deep Learning, Recurrent Neural Network (RNN), Botnet Detection, CTU-13 Dataset, 
Machine learning. 
 
 
1. Introduction 
 

Cybersecurity is a critical component of the modern 
digitized world that protects confidential data, valuable 
infrastructures, and company resources against bad 
actors [1]. The capacity of interconnected devices, 
cloud computing and Internet of Things is rising at an 
exponential rate exposing the digital attack surface and 
making it susceptible to attacks by malicious forces [2]. 
Traditional security systems despite their efficiency 
over a short period of time cannot be effective in 
dealing with more dynamic, intelligent and dynamic 
cyber threats that grow by leaps and bounds in scale 
and intensity [3]. 

The threat landscapes are necessary to protect the 
digital infrastructures [4][5].  Threat analysis can be 
used to identify, classify, and analyze a number of 
malicious acts. These are sophisticated persistent 
threats, phishing, malware distribution, distributed 
denial of service (DDoS) attacks and spyware [6][7][8]. 
However, the heterogenization of network 
environments (they are becoming heterogeneous) and 
the complexity of attack methods of aggressors are a 
challenge to the conventional intrusion detection 
platforms (IDS) [9]. 
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False alarm rates cripple the functioning of such 
systems, low latency and set an extremely low 
threshold of being able to extrapolate to new attacks 
that the system has no previous experience with 
[10][11][12]. This raises to mind the spectacular 
necessity to come up with adaptive and scale-up 
capabilities which can monitor the situation in real-
time and be pro-anticipatory on the defensive [13]. 

Risk assessment is not enough without proper 
countermeasures that could reduce the effects of 
attacks. Defense on the network should go beyond 
detection to encompass fast reaction systems to 
contain infected network elements and halt horizontal 
mobility of attacks and to restore system equilibrium 
[14], [15]. This can be quite complex to develop due to 
centralized issues of scaling, computation, and due to 
heterogeneity of data traffic that exists in IOST-
enabled/Cloud-driven environments [16][17][18]. To 
achieve cyberattack resilience, the combined use of 
detection, prediction, and mitigation is to be brought 
into one framework to further enhance defence and 
post-attack recovery measures. 

Machine learning systems to detect threats take 
advanced approaches to identifying potential threats 
such as anomaly detection, behavioural analysis, and 
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predictive modelling to recognize potential threats 
before they evolve into actual problems [19][20]. The 
ML and DL algorithms have been employed to detect 
abnormalities in networks, intrusion and prevention, 
automated feature extraction, anomaly detection and 
predictive modelling [21][22][23]. In contrast to 
traditional ML methods, network flows taught by 
CNNs, RNNs, or blends of the two can learn intricate 
patterns with time-varying dependencies. Such 
features make it more accurate, minimize false alarms 
and help to initiate counteracting measures in advance 
[24][25][26]. By embedding the analysis of threats 
provided by DL into intelligent mitigation combinators 
it is feasible to create a holistic platform that provides 
scalable, dynamic, and real-time network security. 

 
Motivation with contribution 
 
Cyber dangers, especially botnets, which can bypass 
conventional security measures, are becoming more 
sophisticated and common, which is why this study is 
necessary.  The rapid expansion of networked 
technology and the IOT has created an immediate 
demand for intelligent, automated systems that can 
identify and avert dangerous acts in real-time.  To 
develop a threat detection system that is more precise, 
dynamic, and scalable, must resort to the methods of 
ML and DL since the conventional signature-based 
detection approach is not always capable of identifying 
new or evolving threats.  The project results in 
improved cybersecurity frameworks through the more 
effective utilization of the CTU-13 dataset and the 
enhancement of model inputs.  The area of Network 
Security Improvement is one of the areas where the 
current study contributes greatly in several critical 
aspects: 

 
• Applied the CTU-13 data, a popular standard in 
botnet detection; it is a collection of labelled network 
traffic in thirteen real botnet cases. 
• Applied a full data pre-processing process such as 
missing data treatment, outlier treatment, min-max 
normalization as well as class balancing with the 
SMOTE tool to enhance data quality and model ACC. 
• Reduced dimensionality and improved model 
efficiency with the use of GA to choose the most 
relevant features, all while maintaining ACC. 
• Presented a solid approach that integrates data pre-
processing, feature optimization, and DL to facilitate 
the immediate and precise identification and 
elimination of network threats. 
• Developed and deployed a specialized RNN model, 
capitalizing on its ability to detect patterns in network 
data that vary over time. 
• REC, ROC, F1, and PRE were among the ACC metrics 
used to conduct a thorough evaluation of the model's 
performance. 
• Scalability and Adaptability the pipeline to support 
IoT and cloud, ensuring applicability to evolving digital 
ecosystems. 

A. Justification and Novelity 
 
This study is justified by the fact that there is a great 
urgency in intelligence and adaptive approach to 
detecting threats that can put up with the changing 
face of cyber-attacks, especially those that are brought 
about by botnets. Traditional detection systems have a 
low capability of detecting a new and enhanced threat 
since they rely on the existing and unchanging 
fingerprints. To contribute to the development of the 
innovative approach, the given research combines an 
optimized pre-processing pipeline with the advanced 
feature selection based on the use of the Genetic 
Algorithm (GA) and a RNN model that is perfectly 
adapted to process sequential network traffic patterns. 
Indeed, the combination of GA-inspired feature 
selection and temporal learning of RNNs, when used on 
the CTU-13 dataset, a control ground not often studied 
with such a methodological integration, underlines the 
novelty of the work. It could be described as a scalable 
and efficient way of real-time network threat 
mitigation. This approach enhances the detection ACC 
and model efficiency. 
 
B. Structure of paper  
 
The outline of the paper is as follows: Section II is the 
literature review of the topic of network security, 
Section III is the description of the approach which was 
followed in each of the stages of system designing, 
Section IV is the comparison and evaluation of the 
results of the proposed models, and Section V is the 
conclusion of this work and the discussion of the 
possible directions of future research. 

 
2. Literature Review 

 
The literature overview on DL and AI approaches to 
efficient and accurate threat detection in network 
security settings is covered in this section. A synopsis 
of the evaluated research and its effects on improving 
intrusion detection and mitigation is presented in 
Table I. 

Numpradit, Boonyopakorn and Charoensawat 
(2025) prioritize the investigation and detection of 
malware by employing DL approaches through FCNN 
in order to improve detection ACC while decreasing 
false alarm rates. The study emphasizes developing a 
model capable of efficiently detecting malware attacks 
in complex network environments. Protocol, Source 
Port, Packet Size, Source IP, and Destination IP are 
some of the features used by the model for prediction. 
The potential of DL technology in cybersecurity threat 
prevention and handling complex attacks is 
demonstrated experimentally by the high performance 
of the FCNN model in data classification, with results of 
91.49% ACC, 95.45% PRE, 87.50% REC, and 91.18% 
F1. This allows for effective and timely responses to 
emerging attack patterns [27]. 
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Tang (2025) deep learning (DL) based network 

information security situational awareness and 

prediction model, which combines the advantages of 

CNN and LSTM, aiming to achieve real-time situational 

awareness of the network environment and accurate 

prediction of future security threats situation network 

security situation by learning the time series law of 

historical situation data. The experimental results 

show that the model achieves 92.5% situational 

awareness ACC on the test set, especially in identifying 

high-level security threats such as high consumption of 

computing resources and low ACC of long-term 

prediction, model optimization and data set for 

building an intelligent and efficient network security 

protection system [28]. 

G et al. (2024) proposed framework captures 
multiple perspectives of malware behavior, including 
system calls, memory access patterns, and network 
activities, to create a comprehensive representation of 
malicious activities. The MVCNN architecture leverages 
these diverse views to enhance classification ACC, 
addressing the limitations of single-view analysis. The 
dynamic execution of malware in sandboxed 
environment produces behavior logs which are 
preprocessed and mapped into multi-dimensional 
feature maps that are then used to feed into the 
MVCNN. The model is then designed to extract high-
level capabilities across multiple views, to provide 
robust classification and automatically create unique 
malware signatures. The experimental validation of the 
suggested method proves its effectiveness as the 
classification ACC exceeds 98% on benchmarks. Also, 
the generated signatures are highly precise and recall 
in distinguishing malware variations [29]. 

Ali et al. (2024) Cybersecurity analysis is being 

provided to SMGs through the strategy of integrating 

current and voltage data characteristics and training a 

comprehensive deep-learning model. This model 

covers attacks at the component level and develops 

defence mechanisms for detection, mitigation, and 

prevention. Additionally, it provides a sufficient rate of 

detection. In addition, as compared to the conventional 

machine learning approach, the fine-tuned, deep ANN 

with optimal hyperparameters is able to successfully 

avoid cyberattacks while boasting an improved ACC 

level of 97.51% and a modest loss of 0.101% [30]. 

Sadia et al. (2024) The proposal laid out a strategy 

using CNNs to improve WSN intrusion detection and 

prevention in setting where there are multiple classes 

of data.  Research aims to compare the model to CNN, 

Deep Neural Network (DNN), and enhance detection 

ACC while decreasing loss value and false alarm rate 

(5).  REC, PRE, support, F, and macro-average are some 

of the measures used to evaluate the research findings. 

The remarkable outcomes produced by the CNN model 

are evidence of the hard work put in: an ACC rate of 

97%, a loss measurement of 0.14, and an exceptionally 

low False Alarm Rate. This greatly improves the ACC of 

IDS while simultaneously decreasing false alarms, and 

this, in turn, strengthens the security of WSNs against 

the elevated cyber threats [31] 

Abuali, Nissirat and Al-Samawi (2023) Access to the 

internet and related networks has put most companies 

at risk of cybercrime.  Security for organisational 

networks relies heavily on intrusion detection systems 

(IDSs).  Additionally, security researchers have created 

intrusion detection systems (IDSs) utilising a variety of 

cutting-edge methodologies, including AI techniques, 

to combat the ever-evolving amount and quality of 

viruses and harmful attacks.  Hope to present a deep 

learning system that uses support vector machines 

(SVMs) to categorise server data in order to identify 

intrusion instances. The CSE-CIC-IDS 2018 dataset 

underwent multiple pre-training procedures. A sample 

dataset consisting of 100,000 instances has been used 

to implement the proposed model.    The results 

showed a 96% success rate when considering the ACC, 

PRE, specificity, FP REC, and F1 [32]. 

Haricharan, Govind and Kumar (2023) The 

performance is assessed by using supervised machine 

learning techniques, including SVM and ANN, for the 

task of network traffic classification on the NSL-KDD 

dataset. The suggested model surpassed its rivals in 

terms of intrusion detection, according to research 

after study. In order to detect and lessen the impact of 

malicious cyberattacks on hosts and communities, 

attack detection systems that use ML methods are 

widely used. Therefore, it is necessary to create a 

reliable method of identification.  Results from the 

simulation show that the dataset may achieve an 

extremely high ACC rate of up to 97.52% on many 

occasions [33]. 

Recent studies highlight the growing role of AI and 

DL in strengthening network security. FCNN-based 

approaches have improved malware detection while 

reducing false alarms, and hybrid CNN-LSTM models 

have been applied for real-time situational awareness 

and threat prediction. Multi-view CNN models can be 

used to collect the various behavioural features 

(system calls, memory usage, and network activity) 

that allow a complete analysis of malware. The ANN- 

and CNN-based models have already been utilized in 

such areas as smart microgrids and wireless sensor 

networks to improve resilience and minimize false 

alarms. Deep learning in the form of SVMs and classical 

ML models, like SVMs and ANNs, has been 

demonstrated to work on benchmark data also. All in 

all, these show great potential for intrusion detection 

and mitigation of threats, but when it comes to 

scalability, flexibility, and real-time implementation. 
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Table 1 Comparative Analysis of Recent Studies on network security in threat analysis using Machine Learning 
 

Author(s) Dataset Key Findings Performance Challenges Future Work 
Numpradit, 

Boonyopakorn 
& 

Charoensawat 
(2025) 

Some of the features of 
network traffic include 
protocol, port number, 
packet size, source IP 

address, and destination IP 
address. 

Proposed FCNN for 
malware detection 
with reduced false 

alarms 

Accuracy: 91.49%, 
Precision: 95.45%, 
Recall: 87.50%, F1: 

91.18% 

Handling complex 
attack scenarios 

Extend to larger 
datasets and 

real-time 
detection 

Tang (2025) Historical network 
security data 

Hybrid CNN-LSTM for 
situational awareness 
and threat prediction 

92.5% situational 
awareness accuracy 

High resource 
consumption, 

long-term 
prediction 
accuracy 

Model 
optimization and 

larger dataset 
integration 

G et al. (2024) Malware behavior logs 
(sandbox execution) 

MVCNN to capture 
system calls, memory, 
and network activities 

>98% classification 
accuracy 

Single-view 
limitations in 

malware analysis 

Expand to real-
world datasets, 

signature 
generation 

Ali et al. 
(2024) 

Smart Microgrid (SMG) 
current & voltage data 

Deep ANN for 
cyberattack detection 

in SMGs 

Accuracy: 97.51%, 
Loss: 0.101% 

Complex 
component-level 
attack detection 

Enhance 
resilience and 

real-time 
deployment 

Sadia et al. 
(2024) 

Wireless Sensor Networks 
(WSN) traffic data 

CNN-based IDS for 
multiclass 

classification 

Accuracy: 97%, Loss: 
0.14 

False alarm 
reduction 

Extend to large-
scale IoT 
networks 

Abuali, 
Nissirat & Al-

Samawi 
(2023) 

CSE-CIC-IDS 2018 SVM-based DL IDS for 
intrusion classification 

Accuracy: 96% High evolving 
malware patterns 

Further 
refinement for 
adaptive IDS 

Haricharan, 
Govind & 

Kumar (2023) 

NSL-KDD Comparative study 
using SVM & ANN 

Accuracy: 97.52% Limited 
generalization 

Apply hybrid 
ML-DL models 

 
3. Methodology 
 
Modern cyberattacks demand advanced techniques 
capable of analyzing sequential traffic patterns in real 
time. The proposed framework integrates deep 
learning with systematic pre-processing and feature 
optimization for robust threat detection. The whole 
process is illustrated in Figure 1. The proposed process 
of botnet detection uses a systematic approach starting 
with the CTU-13, a benchmark data set that has all 13 
unique botnet scenarios with labeled network traffic. 
Raw data was initially processed by merging, cleansing 
and extracting features. The models were made more 
robust by handling missing values and eliminating 
outliers. Feature values were standardized to a range 
of 1-0 using min-max normalization. SMOTE was used 
in case of class imbalance to oversample minority class 
samples to make learning balanced. The feature 
selection was performed through Genetic Algorithm 
(GA), i.e., the algorithm that optimized the input 
feature space and retained only those attributes that 
are most significant, so the dimensionality problem 
was reduced, and computational efficiency increased. 
The cleaned data was then separated into training 
(70%) and testing (30%). Last, a RNN model was 
applied because it performs well in the recognition of 
sequential dependence in network traffic patterns, a 
criterion that makes the model very appropriate in 
identifying time-dependent patterns in the nature of 
botnet activities. The model's PRE, REC, ACC, F1, and 
ROC curves were utilized to assess its efficacy in 
enhancing network security through threat prediction, 
classification, and mitigation. 

 
 

Fig.1 Flowchart for Network Security and Threat 
Analysis Using Machine Learning 

 
Data collection 
 
The CTU-13 dataset is widely used as a benchmark by 
researchers in botnet identification. Comprised 25,677 
instances that were categorised as either botnet or 

Pre-process the Data  

Remove Outliers 

Training  Testing  
Feature selection 

Using GA Algorithm 

Results  

CTU-13 dataset 

Data splitting  

Implement RNN Model  

Model evaluation 

accuracy, ROC, 

precision, recall and f1 

score  

 

Remove missing value 

Min-Max Normalization  

Data Balancing using 

SMOTE 
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normal traffic. It mimics various botnet behaviours, 
including spam, distributed denial of service, and click 
fraud, using tagged traffic data from thirteen real-
world cases.   Protocol type, source and destination 
addresses, port numbers, flow time, byte count, and 
packet count are all part of each flow record in the 
dataset. The following are examples of some of the 
visuals: 

 
 

Fig.2 Class Distributions of pie chart 
 
The count distribution of classes in the CTU-13 data, 
which shows the large lopsided distribution in Figure 
2, with regular network traffic occupying 81.4 percent 
of the samples and malicious botnet traffic occupying 
18.6 percent, illustrates the natural condition of 
cybersecurity data sets, where anomalous patterns are 
naturally sparse, requiring an intensive classification 
method to achieve successful network intrusion 
detection. 
 

 
 

Fig.3 Distribution of Feature Correlation Heatmap 
 

Figure 3, provides the feature correlation heatmap, 
which depicts the correlation value between network 
traffic features such as Flow Duration, Packet Count, 
Byte Count, Src Port, Dst Port, and Protocol Type and 
has Pearson correlation coefficients ranging between -
0.08 to 1.00, indicating there is limited inter-feature 
dependencies that are inherent to the effective 
network security anomaly detection and intrusion 
classification systems. 

Data Preprocessing 
 
Data preparation involved collecting the CTU-13 
dataset, merging the data files, and performing data 
cleansing to extract relevant features. Data 
transformation and normalization, addressing missing 
values, and outlier removal were all part of the pre-
processing stages. The key steps of the pre-processing 
process are outlined below. Key steps in data pre-
processing include: 
Remove missing value: One simple approach to 
cleaning up a data frame is to use the dropna () 
function to eliminate any observations or features that 
have missing values.  Some methods are listed below.  
In an attempt to clean up a dataset, one of three things 
could happen:  When using dropna (), all rows with 
empty values are removed. 
Remove Outliers: An integral aspect of data pre-
processing, outlier reduction ensures that models and 
analytics are more accurate and consistent.  Data 
points that are extremely out of the ordinary, or 
outliers, might distort the results and hurt the accuracy 
of the models used to analyze them. 
 
Min Max Normalization 
 
Records were normalized by limiting values to a range 
of 0 to 1 using the min-max approach. The goal in doing 
this was to make the classifiers work better and lessen 
the impact of extreme cases. The following 
mathematical formula was used to undertake the 
normalization process Equation (1): 
 

𝑋′ =
𝑋− 𝑋𝑚𝑖𝑛

𝑋𝑚𝑎𝑥−𝑋𝑚𝑖𝑛
           (1) 

 
𝑋𝑚𝑖𝑛 represents the minimum value, 𝑋𝑚𝑎𝑥stands for 
the maximum value, 𝑋′ stands for the normalised 
value, and X is the beginning value of the feature. 
 
Data Balancing using SMOTE 
 
The term "data balancing" refers to the practice of 
correcting class imbalance by changing the distribution 
of classes in a dataset. SMOTE, is a way to even out 
datasets that are skewed in one direction or the other 
by adding fake data points from the minority group. 
Using linear interpolation, remove noisy samples from 
the minority (attack) class and add more to the normal 
(main) class, while decreasing the number of samples 
in the minority (attack) class.  To fix the issue of 
machine learning models favouring the majority, this 
can be utilised to improve representation of minority 
groups. 
 

Feature Selection Using GA Algorithm 
 
The GA algorithm, a well-known evolutionary 
optimization technique, is used in the feature selection 
process. This process is a carbon copy of natural 
selection, in which the fittest individuals pass their 
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genes on to future generations.  Feature selection 
programs employ Ga to find the best and most relevant 
features for predictive modelling, while also reducing 
the number of features that are unnecessary or 
redundant. This optimization enhances the model's 
computing performance while reducing the dataset 
without sacrificing ACC. 
 
Data splitting 
 
A training set and a test set were created from the 
dataset so that the model's performance could be 
accurately evaluated. Training used 70% of the data for 
parameter approximation and model training, while 
testing and performance evaluation only used 30%. 
 
Classification Equation of Recurrent Neural Network 
(RNN) Model in Network Security  
 
RNNs are a kind of DL model that was originally 
developed to handle sequential input. In order to 
process sequential data, Recurrent Neural Networks 
(RNNs) keep a secret state that stores details about 
their previous inputs [34]. Three layers make up the 
fundamental design: input, concealed, and output. 
Figure 4 shows that RNNs, in contrast to feedforward 
neural networks, feature recurrent connections, which 
enable data to circulate inside the networks. 

 
Fig.4 Structured of RNN Model 

 
Every time step t rolls around, the RNN changes its 
hidden state 𝐡𝑡 with an input vector 𝐱𝑡 according to 
Equation (2). 
 
ℎ𝑡 =  𝜎ℎ(𝑊𝑥ℎ𝑥𝑡 +  𝑊ℎℎℎ𝑡−1 + 𝑏ℎ)     (2) 

𝑦𝑡 =   𝜎ℎ(𝑊ℎ𝑦ℎ𝑡 + 𝑏𝑦)         (3) 

 
The hidden and output layers are linked by the weight 
matrix 𝑊ℎ𝑦 , Which stands for b𝑦, the bias vector, and 

𝜎𝑦, the activation function for the output layer. 

 
Performance Matrix 
 
Several performance criteria were used to evaluate the 
efficacy of the suggested design. TP, FP, TN, and FN 
were found by comparing the model's predicted 
outputs with the real values. Please elaborate on the 
key evaluation criteria derived from these findings 
below reliability, specificity, memory, and F1-score: 

Accuracy: A measure of how well the trained model 
predicted outcomes relative to the whole dataset 
(input samples). It is presented as Equation (4)- 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
TP+TN

TP+Fp+TN+FN
        (4) 

Precision: Precision measures how well a model 
predicts positive occurrences relative to all positive 
occurrences. Precision indicates. How good the 
classifier is in predicting the positive classes is 
expressed as Equation (5)- 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
TP

TP+FP
          (5) 

Recall: This metric, the ratio of events that were 
accurately predicted as positive to all instances that 
should have proved positive. In mathematical form it is 
given as Equation (6)- 

𝑅𝑒𝑐𝑎𝑙𝑙 =
TP

𝑇𝑃+𝐹𝑁
           (6) 

F1 score: It is a combination of the harmonic mean of 
REC and PRE, that is, it helps to balance REC and PRE. 
Its range is [0, 1]. Mathematically, it is given as 
Equation (7)-  

𝐹1 − 𝑠𝑐𝑜𝑟𝑒 = 2 ×
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛×𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙
      (7) 

Receiver Operating Characteristic Curve (ROC): The 
ROC plot shows the likelihood that a model correctly 
identifies positive cases and the likelihood that it 
incorrectly identifies negative examples.  Whereas FPR 
(1-specificity), TPR (more commonly known as 
sensitivity or REC). 
 
4. Results and Discussion 
 
The Intelligent Recurrent Neural Network (RNN) 
model of network threat detection proposed has been 
experimentally performed in a GPU-accelerated 
environment of Google Colab to ensure an efficient 
processing and less time of convergence. It consisted of 
Python 3.10 and packages such as TensorFlow 2.x and 
Keras, 16 GB VRAM, and 12 GB RAM. The GPU was an 
NVIDIA Tesla T4. This model was developed, and it was 
tested and trained on CTU-13, a popular botnet and 
intrusion detection dataset. It is a dataset that spans a 
range of good and bad traffic trends.   The performance 
was evaluated based on the criteria given in Table II, 
which are ACC, PRE, REC, and F1. The proposed RNN 
achieved excellent performance with 99.25% ACC, 
98.30% PRE, 99.25% REC, and 98.75 F1. Regarding the 
steady ability to detect threats and a reasonable 
balance of the detection sensitivity and the detection 
ACC, these measures can testify to the fact that RNN is 
long-term.  According to these results, RNN model is a 
very powerful tool that can be used to identify and 
prevent threats in dynamic network environments in 
real-time. 
 

Table 2 Experiment Results of Proposed Models for 
Threat Analysis and Mitigation on CTU-13 Dataset 

 
Performance 

matrix 
Recurrent Neural 

Network (RNN) Model 
Accuracy 99.25 
Precision 98.30 

Recall 99.25 
F1-score 98.75 
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Fig.5 Confusion Matrix for the RNN Model 
 
The confusion matrix of the proposed model based on 
classification is presented in Figure 5. It is shown that 
the model had a high level of ACC with 770 botnet 
instances and 5373 samples of the normal traffic being 
accurately identified.  In addition, it showed strong 
discriminative effectiveness through the attainment of 
a minimum level of misclassification 12 false positives 
(non-botnet traffic samples labelled as botnet) and 50 
false negatives (botnet samples labelled as normal). 

 
Fig.6 Accuracy Curves for the RNN Model 

 
Figure 6 shows the training and validation accuracy 
curves with 25 epochs. The training ACC (blue line) is 
about 99.6% and the validation ACC (green line) is 
about 99.3% which shows that the model successfully 
converges without overfitting and has a steady 
performance in the intrusion detection of networks 
and other cybersecurity threats classification 
applications. 

 
Fig.7 Loss curves for the RNN Model 

 
Figure 7 shows training and testing loss convergence 
after 25 epochs with data split percentage 70%-30% 
where both curves decline fast at first to about 0.025 
and convergence is stable with no significant variations 

in training and testing phases and is a good validation 
of effective model optimization in network security 
anomaly detection applications. 
 

 
Fig.8 Curves for the RNN Model 

 
Figure 8 illustrates the ROC curves of binary 
classification performance, which indicate that the 
detection of botnet in Figure 8 has an AUC of 1.00, and 
normal traffic classification has an AUC of 0.64, 
indicating excellent discriminative ability in detecting 
malicious traffic and acceptable performance in 
detecting normal network traffic in cybersecurity 
intrusion detection systems. 
 
Discussion 
 
The suggested RNN model has been demonstrated 
effective in terms of its ACC when compared to that of 
other existing models. Table III is a comparison of four 
types of neural networks RNNs, CNNs, SVMs, and 
HMMs using four metrics including REC, ACC, PRE, and 
F1. According to the data on the experiments, the 
proposed RNN model outperforms the baseline models 
significantly. ACC, PRE, REC, and F1 were 94.80%, 
70.46%, 98.01% and 81.98% alias 97.21%, 96.84%, 
96.59%, and 96.71% with HMM, CNN, and SVM, 
respectively. RNN is a powerful network security 
solution to implement in real-time and it is definitely 
superior compared to the other solutions in all the 
metrics of the evaluation. It was the most accurate 
(99.25%) and had a very good balance in terms of the 
capture of sequential dependencies to network traffic 
patterns, which was better in intrusion detection. 
 

Table 3 Accuracy Comparison of Different Predictive 
Models of Threat Analysis and Mitigation for 

Enhancing Network Security using the CTU-13 Dataset 
 

Models 
Accurac

y 
precision Recall F1-score 

HMM[35] 94.80 70.46 98.01 81.98 
CNN[36] 97.21 96.84 96.59 96.71 
SVM[37] 92 -- 91.5 92 

RNN 99.25 98.30 99.25 98.75 

 
The suggested RNN model has important benefits 
regarding the threat analysis and mitigation 
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application as it is capable of processing sequential and 
time-dependent data effectively, which is important to 
analyze network traffic patterns. RNN, unlike 
conventional models where the data points are 
handled as discrete points, captures temporal 
relationships and changing behavior of the malicious 
activities, and hence more effective threat detection. 
The ACC of 99.25% on the CTU-13 data can be used to 
show its effectiveness and can be of great significance 
in terms of identifying sophisticated and delicate 
patterns of intrusion, thereby, enhancing a robust 
network security in dynamic and real-time conditions. 
conclusion and future work 

The threat identification, assessment, and 
prioritization process identifies potential system, 
network or information harm. Deep learning can be 
used to improve the security of the network to deal 
with the increased sophistication of cyber adversaries, 
especially botnet-based attacks. In this paper, a 
detailed model has been suggested to combine 
systematic pre-processing, feature optimization, and 
deep-learning steps in order to achieve effective 
detection and mitigation. Based on the CTU-13 dataset 
that consists of real-life botnet samples, pre-processing 
(min-max normalization, class balancing using SMOTE, 
and feature reduction using Genetic Algorithm (GA)) 
took place. The model uses RNN to learn sequential 
dependencies on network flows with the highest ACC 
of 99.25% compared to the baseline models, such as 
Hidden Markov Model (94.80%), Convolutional Neural 
Network (97.21%), and Support Vector Machine 
(92%). These findings indicate the effectiveness of a 
pre-processing/ optimization/temporal learning 
approach to scalable and precise threat detection. The 
RNN was found to be effective in real-time anomaly 
detection, which has high generalization and is stable 
in unstable environments. 

Future research should be the application of the 
framework to other benchmark data sets to achieve 
greater generalizability, to other architectures such as 
LSTM and CNN-RNN hybrids, and to Explainable AI 
(XAI) with real-time streaming support that will make 
interpretability, scalability and deployment-readiness 
of next-generation cybersecurity achievable. 
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