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Abstract

Critical Infrastructure with AI Enhancement Defense is focused on protecting the types of Industrial Control Systems
(ICS) or Supervisory Control and Data Acquisition (SCADA), vital to the functioning of utilities, water systems and
healthcare systems as well as transportation networks. These systems are vulnerable to advanced cyberattacks due to
digital transformation and integration with IT networks. These systems are at risk of highly evolved cyberattacks due
to digital transformation and connections with IT networks. The paper is a discussion of growing vulnerability of
SCADA and ICS and the emergence of a new role of Artificial Intelligence (Al) in improving defense strategies. The
traditional approaches have miserably failed against APTs, zero-day vulnerabilities, phishing, and malware. The
application of artificial intelligence (Al) in threat detection and prediction intelligence, and automated response are
discussed as a potential solution to identify and prevent threats in real-time. It is revealed in the discussion that
defense-in-depth, which includes segmentation, authentication, and layered monitoring with the assistance of Al
insights are significant. The literature and findings presented in case studies indicate how Al can be used to transform
cybersecurity through the study of evolving attack vectors. This will be more robust and effective in guarding critical
infrastructure against high-level cyber threats.

Keywords: Critical Infrastructure Security (CIS), SCADA and ICS Protection, Al-Driven Cyber Defense Anomaly

Detection.

Introduction

The modern world and this world in particular are
highly reliant on the systems of critical infrastructure
which are manifested as the power grid, water supply
or distribution, transport, health care and other
facilities. They also encompass the buildings that
promote economic and social stability including
fortifications and basic system of services that form the
basis of the continued existence of the society and the
state [1]. This is particularly necessary in the current
level of technological development via the Internet of
Things and services and cloud services [2][3]. These
areas operated at first using conventional methods,
however, after integration of these technologies in
these areas, it has been addressed more efficiently and
extensively even though it has offered a perfect target
to hacker.

Critical Infrastructure (CI) systems, including
power grids, hospitals, water treatment plants, and
road systems, form the backbone of contemporary
civilization. Advanced cyber risks are becoming more
prevalent as cloud-based systems, the Internet of
Things (IoT), and Industrial Control Systems (ICS)
grow more interdependent [4][5].
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Ransomware assaults on the Colonial Pipeline and
breaches into national power systems are two
prominent examples of how cyberattacks on CI can
cause catastrophic damage. Systems are becoming
increasingly susceptible to dangers like advanced
persistent threats (APTs), supply chain breaches, zero-
day vulnerabilities, and ransomware as a consequence
of the increasing attack surface caused by the
convergence of IT and OT.

Industrial Control Systems (ICSs) refer to a broad
set of control systems and related instrumentation in
the control of industrial processes. This encompasses
SCADA systems, DCS and other PLCs which play a
central role in automation [6][7]. ICSs play a part in
both national and international documents like water
distribution, power networks, oil refining,
manufacturing and transportation systems. These
systems used to be used in closed environments,
however with the growing use of Internet technologies
and networking features, they have widened their
attack surface and brought new types of security
challenges [8][9]. Fault detection in ICSs is the process
of detecting and diagnosing abnormal behavior or
malfunction in time that can be as a result of hardware
malfunction, buggy software or human error or a
cyberattack. Since ICSs are mission-critical, economic,
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safety, and environmental impacts of the failure to
identify such abnormalities could be disastrous.

The current research based on this foundation,
modifies and expands their model to apply to large
scale, real time industrial settings [10][11]. The
presented paper is specifically aimed at the control
layers of critical infrastructure and implements the
latest Al methods, such as deep learning, ensemble
models, and unsupervised anomaly models, to be more
efficient in identifying and reacting to a possible
intrusion. The objective is to create a robust and
scalable solution capable of safeguarding essential
services from complex and emerging cyber threats.

Structure of the Paper

The paper is organized as follows: Section II examines
threats landscape in SCADA and ICS, Section III
presents Al-Driven Défense Mechanisms in ICS/SCADA,
Section IV discusses security and sustainability
challenges. After a brief literature review in Section V,
the paper wraps up with a discussion of important
findings and recommendations for further study in
Section VL.

Threat Landscape in SCADA And ICS

Potential vulnerabilities in the ICS and SCADA systems
that regulate the operations of autonomous emergency
vehicles must be addressed in order to ensure their
responsible deployment. Unpatched software, unsafe
remote access, inadequate authentication procedures,
outdated operating systems, and a lack of network
segmentation are common vulnerabilities in these
systems [12]. Attacks on data's availability, integrity,
and confidentiality can take many forms, including
theft, manipulation, and disruption [13]. These
malevolent deeds can be carried out by individuals
with varying levels of expertise and affiliations, and
they employ a wide range of tools and techniques, such
as viruses, malware, DoS, eavesdropping, etc. Both
aggressive and passive cyberattacks represent a risk to
ICS.

Cybercriminals may compromise autonomous
emergency vehicles and other vital systems by first
gaining access to industrial control systems and
supervisory control and data acquisition (ICS/SCADA)
systems through software vulnerabilities and flaws
[14]. Once inside, they can laterally move on to high-
value assets regulating industrial operations. By
tampering with control logic or sending out
unauthorized commands, they could install malware
that disrupts operations and industrial processes.
Furthermore, these industrial control systems could
become inoperable due to DOS attacks, which could
significantly hinder autonomous emergency response
attempts. Since many ICSs have gone digital, there has
been a rise in SCADA attacks [15][16]. The defense-in-
depth approach can help operators of operational
technology (OT) protect their operations from cyber-

attacks by reducing the attack surface. Firewalls,
endpoint solutions, honeypots, and other security
measures should be employed to safeguard
conventional IT systems.

Common Cyber Threats

A cyber threat actor's goals and, to a lesser extent, their
level of sophistication, allow for some classification.
Some of the many reasons threat actors seek out access
to devices and networks include stealing data, lowering
network performance, extorting owners, and stealing
computing power [17]. The success of cyberattacks
depends on the information attackers possess before
and after the assault, as well as any information altered
or obtained during the attack [18][19]. This
information is the most important component of any
cyber threat. Particularly relevant to cyberattacks is
the configuration data stored in every system. Even
more importantly, a cybercriminal cannot function
without this data. The four common cyber threats are
shown in Fig. 1.

Common
Cyber Threats
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Malware Threats Physical Attacks

Affects OT systems: Causes physical damage:
industrial control breaches; hardware destruction;
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downtime
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SQL Injection Attack
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injects malicious code;
employees/consumers Results: unauthorized data

access

Fig.1 Common Cyber Threats

Malware Threats: Critical infrastructure and
industrial processes are particularly vulnerable to
malware attacks, making them a major worry for OT
systems [20]. Infectious gadgets, phishing emails, or
compromised software updates are just a few of the
ways that malware can infiltrate OT systems. Stuxnet,
Triton, and Indu Stroyer are OT-specific malware
instances.

Physical Attacks: A physical attack on an OT system is
defined as any effort to cause bodily harm,
manipulation, or interference with the components of
an OT system. Theft of sensitive information, physical
damage to persons and machinery, and the inability to
operate vital infrastructure and industrial operations
are all possible outcomes of these types of assaults.
Phishing: The wuse of social engineering and
technological means to get personal information from
Internet users is considered an illegal practice [21].
Email, instant messaging, pop-up messages, and
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websites are some of the many communication
channels used by phishers.

SQL Injection attack: The aim of this attack is to alter
or manipulate the SQL query in the attacker's favor by
inserting an input string into the program.
Unauthorized users can access and modify the
database, potentially exposing sensitive information as
a result of this attack.

System Vulnerabilities in SCADA and ICS

Hackers get unauthorized access to SCADA and IT
systems through security flaws. For instance, SQL
injection attacks are caused by inadequate input
sanitization in IT and ICS systems [22]. One
shortcoming in a SCADA environment, in contrast to an
IT system, may nevertheless have significant and far-
reaching effects. In the past, air-gapped ICS
installations were immune to a number of IT
vulnerabilities and exploits [23]. Nevertheless, these
issues began impacting control system networks when
ICS vendors shifted towards using COTS network
protocols, application architectures, and operating
systems. The comparison in Common Cyber Threats
and System Vulnerabilities in SCADA and ICS is shown
in Table I in given below:

Hardware Vulnerabilities: In a SCADA system,
hardware vulnerabilities can manifest in various
components, including RTUs, HMIs, PLCs, and smart
devices that communicate with the main terminal (Fig.
2) [24]. All smart devices in a typical SCADA setup are
monitored through an HMI [25]. Modern SCADA
networks make use of highly customizable HMIs that
can monitor the status of any given system. Control
system and sensor status information may be
presented to operators. Any necessary remedial
actions can also be made easier with the help of the H
MI.

HMIs should be air-gapped or isolated on a
trustworthy network due to the vulnerabilities they
produce, as SCADA systems target HMIs.

Hardware Vulnerabilities

RTUs HMIs
duil

PLCs Sait air-gapped or isolated
devices devices in trusted networks

Fig.2 Hardware Vulnerabilities

Software Vulnerabilities: The software is a crucial
component of any cybersecurity attack. The amount of
software vulnerabilities that are known to exist
increases annually. Because of this, there is a higher
probability that hackers may launch harmful attacks
[26][27]. Software attack statistics are tracked by the
Computer Emergency Response Team/Coordination
Centre (CERT/CC) and the US-CERT, as seen in Fig. 3.
The number of security holes and known operating
system vulnerabilities has grown substantially over the
years, according to these groups' Ffigures.

Software Vulnerabilities

increasing
attacks

—p

increasing attacks
34043.2.7.50
3.1.10/:20.02

CERT/CC

US-CERT

COTS protocols

Fig.3 Software Vulnerabilities

Table 1 Comparative Analysis of Common Cyber Threats and System Vulnerabilities in SCADA and ICS

Category Description Examples Attack Vectors Impact Mitigation
M‘allcmus acts to Malware (Stuxnet, Triton, Phishing e-n-13115, infected Disruption of Threat monitoring,
Common disrupt, steal or s USBs, malicious software processes, )
) Industroyer), Phishing, SQL . : firewalls, honeypots,
Cyber manipulate Infection. DoS. Physical updates, compromised unauthorized control, emplovee training. multi-
Threats ICS/SCADA ) ! » Y credentials, network data theft, extortion, ploy &
. Attacks. - - . layer defense.
operations. exploitation. operational downtime.
. Hard fl PLCs, . Enables lateral .
Weaknesses in ardware flaws (PLCs Poor segmentation, weak nables fatera’, Regular updates, patching,
System RTUs, HMIs), unpatched AT movement, amplifies .
i hardware/software/ authentication, insecure network segmentation,
Vulnerabilit ) . software, outdated OS, cyber-attack effects, I )
. configurations that . remote access, legacy . . strong authentication, air-
ies attackers exploit insecure protocols (Modbus, svstem exposure compromises entire ICS appine HMIs
ploit DNP3). Y P i network. §apping i
Different groups Hacktivists, state-sponsored Using insider knowledge, Can .ead to. targeted Insider threat detection,
. g > s disruption of )
Actors behind threats or attackers, insiders, phishing employees, autonomous strict access control,
Involved exploiting organized crime, amateur exploiting misconfigured . monitoring privileged
O emergency vehicles or
vulnerabilities. hackers. systems. - R users.
national infrastructure.
Risks arising from Autonomous emergency . . Safety hazards, physical Defense-in-depth,
. ) - ) Malware in control logic, . :
Operational ICS/SCADA being vehicles, power grids, water . - ;i damage, economic redundancy planning, OT-
) : ) : denial of service, physical : . Lo
Risks tightly linked to treatment, manufacturing tamperin losses, public service IT collaboration in risk
physical processes. plants. P & disruptions. management.
Both active (direct
Nature of How systems are Internet connectivity, IT/OT Explmtmg cpnr}ecthlty, mampullatlon) and Isolating ICS networks,
. . SQL injection, passive (data VPNs for remote access,
Exposure exposed to threats. integration, remote access. . . S G
eavesdropping on traffic. theft/monitoring) monitoring logs.
exploitation.
. . . Conti itoring,
Growing risks due to More COTS (Commercial T Increased attack ontinuous monitoring
L. Exploiting insecure . updating to secure
digital Off-The-Shelf) components, surface, higher . .
Trend . . protocols and outdated architectures, compliance
transformation of IT protocols in OT . frequency of .
ICS/SCADA environments devices. SCADA/ICS breaches with standards (IEC
} ) i 62443, NERC CIP).

535| International Journal of Current Engineering and Technology, Vol.14, No.6 (Nov/Dec 2024)



Gaurav Sarraf

Al-Enhanced Critical Infrastructure Defense: Protecting SCADA and ICS Networks Through Intelligent Monitoring

Al-Driven Defense Mechanisms in ICS/SCADA

Software testing is an investigation conducted to
provide stakeholders with information about the
quality of the software product or system under test
(SUT). Usually, a software development organization
expends between 30% to 40% of total project effort on
testing [15] and testing consumes more than 50% of
the total cost of a project [16]. A higher-quality
software is achieved when SUT is failure-free. A failure
is detected when the SUT’s external behaviour is
different from what is expected of the SUT according to
its requirements or some other description of the
expected behavior Artificial intelligence (Al) could one
day, without any human intervention, automatically
deliver substantial insights into cyber security.
Cybersecurity and online information exchange may
benefit greatly from the use of Al and ML [28][29]. A
cybersecurity plan that is "Al-driven" utilizes machine
learning and artificial intelligence to automate and
enhance the detection, prevention, and response to
cyber-attacks.  Behavioral  analysis, predictive
modelling, and self-learning algorithms are utilized by
these advanced solutions to offer proactive defense
mechanisms that go beyond rule-based systems.

Al Techniques for Threat Detection

AODV [5] is a single path on-demand routing protocol
for a mobile ad-hoc network. It is composed of two
phases; route discovery process and route
maintenance process, using nex. In cybersecurity,
systems powered by Al are constantly monitoring user
actions, system logs, and network traffic for signs of
abnormalities that could suggest intrusion or assault
[30]. In situations when more traditional approaches
could fail to detect small irregularities or zero-day
threats, these systems really shine. Fig. 4 displays a
number of typical approaches [31].

Anomaly Detection & Behavior Modeling

£3

e Y

Malware & Intrusion Detection
2 A
7\
.‘. ‘
¥ AT A

«

Fig.4 Threat Detection Common Techniques
Anomaly Detection and Behavior Modeling

Anomaly detection challenges in ICSs are persistently
addressed through the use of network traffic

monitoring strategies [32][33]. While traffic-based
anomaly detection systems are great at spotting
suspicious activity, they can be fooled by unusual
behaviors that seem like regular system operations.
Behavior anomaly detection is where patterns in data
that are not in line with existing norms are identified.
Such trends are dubbed as anomalies, outliers, or
exceptions and may reflect such serious problems as
security breaches or system failures.

Predictive Threat Intelligence

The predictive analytics solutions are characterized by
advanced methods allowing their organization to
examine not only what is in tables and databases (so-
called structured data) but also what is in text (so-
called unstructured content) of email chains, chats
forums, social networks or survey information. Unlike
rules-based analysis and detection schemes, predictive
analytics are capable of detecting somewhat
anomalous behavior including those with minor
differences which other schemes frequently fail to
detect.

Malware and Intrusion Detection

The Malware recognition frameworks are able to
identify organization traffic precisely, which provides
organization security. As web innovation enhances,
network attacks are becoming increasingly more
proximate and intricate, and it is challenging to locate
malware by using traditional malware location
frameworks [34]. It integrates with customer-based
antivirus that directs the data-traffic investigator that
may be helpful in identifying polymorphic malware
that is reliant on network traffic.

Al in Security Operations and Response

A container holds packaged self-contained, ready-to-
deploy parts of applications and, if necessary,
middleware and business logic (in binaries and
libraries) to run the applications. Tools like Docker are
built around container engines where containers act as
portable means to package applications.

A high return on investment (ROI) is evidence that
businesses that have integrated Al into their
cybersecurity operations have reaped enormous
benefits. One place where Al and other current tech are
put to work to keep an eye on and secure Siemens's
worldwide IT and operational tech infrastructure is the
Siemens Cyber Defense Centre [35]. Security analysts
at Siemens can automate mundane security tasks,
respond to threats more quickly, and provide their IT
and OT teams with comprehensive threat intelligence
thanks to Al
Automated Incident Response: Automation of
incident response processes is useful and desirable
[36] to most people. Automation has the potential to
lessen the requirement of costly and limited human
resources and also result in superior, faster and more
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dependable reaction to risks. In line with this,
technologies that automate a section of incident
response are already in existence in most
organizations.

Integration with Defense-in-Depth: The principle of
Defense-in-Depth is as old as military strategy. In
conventional warfare, it was a fortifying set up where
resources were superimposed to resist and dampen
the blow of an assaulting force. Gradually, this multi-
layered defense strategy was transferred to the sphere
of cybersecurity

Security and
Solutions

and Sustainability Challenges

The growing reliance of ICS on digital communication
and networking has elevated the potential of
cyberattacks [37]. Among the many challenges
associated with ICS security are the following:

Cyber Attacks: Dangerous cyberattacks on ICS
systems are common. Cyberattacks on ICS may have
physical consequences, system malfunctions, and
safety potentials [38][39]. Since there are different
types of attackers, there are varying ways of attacker.
The threat of cyberattack in the ICS has escalated due
to the proliferation of advanced persistent threats
(APTs), particularly within such sectors as the water
management system, transportation, and energy.
Legacy Systems: A significant number of ICS
installations use old technologies that were not created
with the current idea of cybersecurity [40]. These
systems are vulnerable to attacks as they are usually
lack authentication, encryption and other security
programs.

Insider Threats: Insider threats are a serious threat to
ICS, with intentional or not. Some causes of data
breaches and disruption of the systems are erroneous
settings, malicious interference, or unauthorized access
to the control systems [41].

Unpatched Software: The frequent necessity of its
operation may make it difficult to maintain up-to-date
ICS software. It implies that many ICS installations
currently employ old software with security
vulnerabilities that could lead to the occurrence of an
attack [42].

Remote access Vulnerability: The attacker can do the
cyberattacks since the components of an ICS have to be
connected remotely to facilitate monitoring and
maintenance. Lack of insecure remotes gives attackers
a chance to possibly compromise critical system.

Literature Review

This review presents the improvement of SCADA/ICS
security, particularly intrusion detection systems,
spatiotemporal models, host-based protection, and
attack classification. These strategies are supposed to
improve anomaly detection, system safety, and high
operational resilience.

Jasim and Alheeti (2023) SCADA is essential ICS
that is applied to gas pipes, power systems, and
medical facilities, this paper explains why IDS systems

are essential, examining the DNP3 protocol as the
communication medium, IDS intrusion detection
systems, and attacks. It contrasts and argues with
previous studies on the subject, with the necessity to
identify anomalies and ensure safety within SCADA
systems because security breaches are dangerous [43].
Li et al. (2023) applying the attention mechanism
called STAM along with an intrusion detection model
that is informed by the spatio-temporal characteristics
of SCADA systems makes it possible to gain a full
understanding of the correlation between controller
and sensor data. This study proposes STAM, which
improves upon previous approaches to intrusion
detection in SCADA systems, and experimental findings
on three representative datasets demonstrate that it
provides state-of-the-art results. To measure STAM's
efficacy, they look at its recall, accuracy, precision, and
F1-score [44].

Alrefaei (2022) Security and protection of SCADA
systems is of the utmost importance since they are
incorporated into infrastructure that primarily
supports the basic demands of sustaining human life.
Additionally, cyberwars can target SCADA systems
because of the large harm with little expenditures that
results from such attacks. The primary contribution of
this study is to shed light on potential early-stage
security solutions that are typically overlooked by both
organizations and the research community. After
reviewing the ten most recent assaults on SCADA
systems, the recommended security measures were
found [45].

Kaura, Sindhwani and Chaudhary (2022) ICS and
SCADA systems have been the target of notable
cyberattacks, which need to be examined and analyzed.
A new system of categorization according to attack
severity is also suggested in this research. Computers
and related technology have permeated nearly every
facet of modern life since the information revolution.
This is particularly true in the manufacturing sector,
where automation has emerged as a prominent trend
[46].

Sverko and Grbac (2021) considers the SCADA
network component as a complicated system and
discusses security challenges related to it, as well as
recommended practices for applying security
recommendations from relevant institutions. To lay the
groundwork for a security-aware industry-specific
environment, we'll start with an ICS system overview
as the larger SCADA system's working environment,
highlighting key functions and quality criteria. They
will go into more detail on the weaknesses, dangers,
and ways to secure SCADA systems [47].

Lee and Hong (2020) the most current cyberattacks
on SCADA and ICS systems take advantage of
vulnerabilities in the software environment of the host
system and seize control of the host operations inside
the station network. They break down the attack path,
consisting of the means by which the attacker breaks
into a network host and tampers with the controllers of
field devices. The proposed host-based protection
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strategy in the paper asserts that malware cannot
enter process memory through code injection attacks.
The method is defined by two safeguards [48].

Table II presents the current SCADA/ICS security
research, including such methods as IDS, STAM models,
host-based security, and attack classification. Such

important findings are anomaly detection, safety
maintenance, and proactive defenses. Limitations to
validation and high computation are also a challenge,
and further avenues are the use of Al to improve
detection and practical application.

Table 2 Comparative Analysis of SCADA/ICS Security Studies, Approaches, and Findings

Reference Study On Approach Key Findings Challenges / Limitations Future Directions
SCADA in gas Literature review on IDS, Emphasizes the importance Implementation of
Jasim and Alheeti pipelines, focusing on DNP3 of detecting irregularities General discussion; no practical IDS for SCADA
(2023) power grids, protocol and intrusion and maintaining safety in experimental evaluation networks; further
healthcare detection systems SCADA systems empirical studies
Spatio-temporal Impresses with its state-of-
SCADA attention-based model the-art performance on Model may require high Apply STAM to real-world
. . . (STAM) analyzing three SCADA datasets; computational resources; SCADA networks;
Lietal. (2023) intrusion . X L . -
detection correlations between assessed with precision, tested only on benchmark optimize for efficiency
sensor and controller accuracy, recall, and F1- datasets and scalability
parameters score
SCADA. Analysis of top 10 recent lden.tlfles early-stage . Development of proactive
. systems in security measures often Focuses on analysis rather ;
Alrefaei (2022) i SCADA attacks and early- L . . security frameworks for
critical . overlooked; highlights than implementation
. stage security measures X Do SCADA systems
infrastructure cyberwar implications
Kaura, Sindhwani ICS and e Provides anew severity- Limited to classification; Integration with Al-based
Classification of attacks based classification scheme; .
and Chaudhary SCADA . does not propose detection systems; real-
based on severity analyzes notable past X -
(2022) cyberattack attacks automated defense time severity assessment
Highlights best practices Implementation of
SCADA Review of SCADA and industry-specific Lacks experimental practical security
Sverko and Grbac e . A .
(2021) network vulnerabilities, threats, security guidelines; validation; mostly measures;
security and protection methods overview of ICS/SCADA theoretical standardization across
environment industries
Host-based protection Proposes two protection Focused only on host- Extend protection to
Host-based
Lee and Hong SCADA/ICS method to prevent schemes; prevents malware based attacks; does not network-level defense;
(2020) malware penetration via from compromising field cover network-wide integrate with Al-based
attacks L . .
code injection device controllers threats detection

Conclusion and Future Work

Al-Enhanced Critical Infrastructure Defense
emphasizes the fact that the SCADA and ICS networks
that sustain vital services should be defended
immediately. The growing integration of the
operational technology with the IT environment has
increased the attack surface and traditional defenses
that rely on a fixed state are no longer sufficient. The
potential of Al-driven cybersecurity has been
presented in this paper as an enabler in the fight
against advanced threats. Anomaly detection, malware
recognition, and, predictive threat modeling
techniques improve the capacity to achieve rapid and
accurate responses to the malicious actions. Al
combined with the defense-in-depth strategies
enhances resilience to insider-threats, legacies, and
sophisticated cyberattacks on critical infrastructure.
The results highlight the fact that Al offers dynamic,
intelligent, and scalable solutions that can be used to
mitigate the current and future risks. But still,
computing overhead, integration with a legacy system
and real-world validation are still a challenge. The
paper concludes that Al has a transformative capability
of ensuring operational continuity and security that
helps to ensure that national and industrial
infrastructures are resilient to emerging cyber threats.
Future research ought to be aimed at implementing Al-
based defense systems in live SCADA and ICS systems
to test how the system operates under load and in a
variety of attack situations. This should be focused on

the creation of lightweight, explainable and energy
efficient models that can interface with legacy devices
without affecting the processes. The enhancement of
collaborative threat intelligence networks will also
enhance Al accuracy by offering various and up-to-date
datasets. Future studies ought to explore the hybrid
models that integrate Al with blockchain, digital twins
and edge computing to improve quicker identification
and reaction. Finally, a research objective of future
studies should be to develop scalable, transparent, and
resilient Al-based cybersecurity systems that adapt to
the dynamic aspects of critical infrastructure.
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